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Mpobnemu inhopmauinHoi besneku. 3arposm
npu poboTi B IHTepHeTi i IX YHUKHEHHSA

MoHaTTA iHpopMaLinHOI De3neku

Y 3B’'A3KY 3i 3p0CTal40l0 POJUI0 IHDOPMALINHO-KOMYHIKaLIMHUX TEXHOOrIN Y Cy4aCHOMY CyCnifIbCTBI
npobnema 3axucTy AaHWX Bif BTpaTK, BUKPaLEHHA, CNOTBOPEHHS abo nowwkoaxeHHA noTpebye
nocuneHol yearu. BupiweHHs uiei npobnemu cnpuse 3abesneyeHHo iHpopmaLinHoi 6e3nekmn gk
OKpeMOoi 0cobnCTOCTi, opraHizauii, Tak i BCIEl gepxasu.

[HpopmaLinHa 6e3neka — Le CTaH 3axXULLEHOCTI CUCTEM nepefaBaHHA, OnpauioBaHHs Ta 36epiraHHs
LlaHuX, Npu sKoMy 3abesnevyeHo KOHQIAEHUINHICTb, 4OCTYMNHICTb i WiNiCHICTb AaHUX.

Mia KOHMiAEHUINHICTIO po3yMitoTb 3abe3nevyeHHa 4OCTYNy A0 AAaHMX Ha OCHOBI po3noainy npas
[OCTYny, 3aXMCT Bif, HECAHKLiOHOBAHOIro 03HanMoOMNeHHA. [10 AeSKUX OaHUX NpaBo AOCTYMNy MaloTb
yCi KOPUCTYBaYi, A0 iHWWX — MEeBHi rpynu aogen, a € 0cobucTi AaHi, 4OCTYN A0 AKMX MOXE MaTu
TiZIbKW OQHa NOANHA.

[ecTpyKuis — nopyLweHHsa abo pyinHyBaHHSA HOPMaJibHOI CTPYKTYpW YoroHebyab.

[OCTYnHICTb 03Ha4a€ 3abe3nevyeHHa [OCTYNY A0 3araJibHOLOCTYMNHUX OAHUX YCiIM KOPUCTYBayaM i
3aXUCT UMX AaHWX Big 6N10KYBaHHSA 3T0BMUCHUKaMU.

LlinicHicTe nepenbaya€e 3axncT AaHUX Bif X 31I0BMUCHOr0 abo BUNaAKOBOIr0 3HMLLEHHS YK
CMOTBOPEHHS.

Takox nig iHpopmaLinHo 6e3nekol po3yMiloTb KOMMIEKC 3aX04iB, CNPSMOBaHNX Ha 3abe3neyeHHs
3aXULLEHOCTI AaHWX Bif HECAHKLIOHOBAHOIr0 AOCTYNY, BUKOPUCTAHHS, ONPUIOAHEHHS, BHECEHHS
3MiH Y/ 3HULLEHHS.

OCTaHHIM YacoM A0 NUTaHb iHopMaLinHOI 6e3neKn BKYEHO NMUTAHHS iIHPOPMaLIIMHOro BMNAMBY Ha
ocobucTicTb i cycninbcTBo. Y ntotomy 2017 poky yka3om lMpe3naeHTta YKpaiHu 6yno 3aTBEpAXXEHO
JOKTpUHY iHopMaLinHoi 6e3nekn YKpaiHu, SKa BU3HA4YaE HauioHabHi iHTepecy YKpaiHu B
iHbopMaUinHin cgepi, 3arpo3n ix peanizauii, HaNPAMK | NPIOPUTETY OEP>XXAaBHOI NONITUKMN B
iHpopMaLinHin cepi. XKNTTEBO BaXKJIMBUMU IHTEp ecaMu CyCrifibCTBa Ta AepKaByu BU3HAHO TakKi:

® 3aXUCT YKPaAIHCbKOro CyCninbCTBa Bif arpecnBHOr0 BMJMBY AeCTPYKTUBHOI NponaraHiu;

® 3aXUCT YKPaIHCbKOro CyCninbCTBa Bif arpecnBHOro iHhopMaLinHoro Bramey, CNpsiMOBaAHOIo Ha
nponaraHay BiHW, PO3NastoBaHHA HaLiOHabHOI Ta PenirinHoi BOPOXKHeYI, 3MiHy
KOHCTUTYLIAHOIO Nafly HaCUbHULBbKMM LUNSXOM abo NopyLleHHsA CyBepeHiTeTy i
TepuTopianbHOI LiNiCHOCTI YKpaiHu;

e ycebiyHe 3a40BoNIeHHA NOTpeb rpomMassH, NiANPUEMCTB, YCTAHOB i OpraHisauin ycix gopm
BNACHOCTI B LOCTYNi 40 AOCTOBIPHUX Ta 00’EKTUBHUX BIJOMOCTEN Ta iH.

3arpo3u iHopmauinHin besneui
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3 TEXHIYHOI TOYKW 30pY, 3a/1eXKHO Bif, pe3ynbTaTy WKiAANBUX LI, MOXHa BULINNTY Taki BUAKW 3arpo3
iHbopMaLinHin besnewi:

OTPMMAHHA HECAHKLIIOHOBAHOIO AOCTYNY A0 CEKPeTHMX abo KOH(IAEHUINHNX AaHWUX;
nopyLUeHHs abo NoBHe NPUNMHEHHS PoboTM KOMMN'IOTEPHOT IHOPMaLiIHOI CMCTEeMY;

* OTPMMaAHHA HECAHKLIIOHOBAHOr0 AOCTYNYy [0 KepyBaHHS pob0OTO KOMM'IOTEPHOI iHhOpMaLLiNHOI
cMcTemu;

3HULLEHHS Ta CNOTBOPEHHS OaHUX.

3HaYHa YaCTUHa 3arpo3 iHopMaLinHin be3neli BUHUKAE BHACNiILOK KOPUCTYBaHHSA pecypcaMu
[HTepHeTy.

Cepel HUX OCHOBHMMU 3arpo3aMu € Taki:

* MOTPaNAHHA B iIHOOPMaLiNHY CUCTEMY LLKIOAMBOro NPOrpaMHOro 3abesneyeHHs:
o Bipycu
o TPOSIHCbKI Nporpamu
o MepexeBi xpobaku
KNaBiaTypHi WNUFYyHN
© peKnaMHi CMCTEeMM Ta iH.;

* iHTEpPHEeT-WaxpancTBo, Hanpukna: ilMHr — BMJ LWAaxXpancTBa, METOK SKOro €
BUMaHIOBaHHA NepCcoHasibHUX AAaHUX Y KIEHTIB OHNaMH-ayKLIOHIB, CepBiciB 3 nepekasy abo
0bMiHy BantoTuW, iIHTEPHET-Mara3uHis ToLLO;

® HeCaHKLiOHOBaHWM OOCTYN A0 iHhopMaLinHKUX pecypciB Ta iHOOpMaLiNnHO-TeNEKOMYHIKaLiNnHNX
CUCTEM, Hanpuknag y pesysbTaTi LuinecnpsaMoBaHOl XakepCbKoi aTaku — AiK, Wo CnpsMOBaHi
Ha MOPYLUEHHS ITATHOrO PeXnMy (OyHKLiOHYBaHHA CUCTEMW, MOPYLUEHHA [OCTYMHOCTI i
cepBiciB, OTPMMaHHA HECAHKLIIOHOBAHOIO AOCTYNY A0 KOH(IAEHLUiNHNX BiAOMOCTEN,
NopyLUeHHSA LiNiCHOCTi AaHWUX TOLLO;

e MOTPanJAHHSA KoMn'toTepa 40 boTHeT-MepeXi (aHrn . botnet Big robot i network — poboT i
MepexXa) Yepes NpMxoBaHe BCTAaHOBEHHS NPOrpaMHOro 3abesneyeHHs, ke BUKOPUCTOBYETLCS
3/10BMUCHUKOM /151 BAKOHAHHA MEeBHUX, HanvacTiwe npoTUNPaBHNX, A 3 BUKOPUCTAHHSM
pecypciB iH(iKoBaHMX KOMM'tOTepiB. TaknMu JiaMu MOXYTb OyTun po3cunaHHa cnamy, nobip
naposiB nepebopoM yCix MOXINBUX BapiaHTIB, OTPUMaHHSA NepCcoHaNbHUX AaHUX NPO
KOPWCTYBauiB, KpafiKKa HOMepiB KpeAUTHUX KapTOK, MaposiiB LOCTYNYy, aTaku 3 MeTo
BiaMOBW B 06CNyroByBaHHi, Tak 3BaHi DDoS-aTaku (aHrn. Distributed Denial of Service —
po3nogineHa BigMoBa B 06CyroByBaHHiI), Wo6 nopywmnTy AOCTYN A0 AEAKOro iHTEPHET-CEpPBICY
LUNSXOM NMepeBaHTa)KeHHA Noro 064McnioBasbHUX pecypciB Ta iH.;

e «Kpapgi>ka ocobucrtocTi» (aHrn. ldentity Theft — Kpagikka nepcoHanbHUX faHUX) —
HeCaHKLiiOHOBaHe 3aBOJIOAIHHA NepCcoHaNbHUMUN AaHUMK 0CobU, Lo A€ MOX/UBICTb
3/10BMUCHUKY 34iNCHIOBATY LiSNIbHICTb (NigNMcyBaTN LOKYMEHTW, OTPUMYyBaTN AOCTYN 4O
pecypciB, KOPUCTYBATMCA NOCAYramu, 3HIMaTU KOWTK 3 BaHKIBCbKNX PaxXyHKIiB TOLLO) Bif ii
iMEHi.

o

3arpo3u ana MobiNnbHMX NPUCTPOIB

Bu 3Ha€Te, Wo cMapThoHM — Le MOoBiNbHI TenedoHW, LONOBHEHI PYHKLUISIMU NepCOHaIbHOro
KOMM'toTepa, 3i CBOEIO OMepaLinHo CUCTEMOIO Ta iHLIMM NporpamMHuM 3abe3neyveHHsM. ToMy ans
CMapTdOHIB XapaKTepHi Ti caMi 3arposu, Wo i Ana cTauioHapHUX KOMM'lOTepiB: @ Bipycu, @
TPOSHCBKI Nporpamu, @ Mepexesi xpobaku, @ peknamHi moayni (Adware) Ta iH., OPIEHTOBAHI Ha Pi3Hi
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TN MOBINbHMX NPUCTPOIB. AK | CTaLioHapHi KOMN'IOTepKU, CMapT(OHU MOXYTb NOTPaANUTK 4O
BoTHeT-Mepexi.

HanyacTiwe cMapTgOH NOCTINHO YBIMKHEHO, MA€ NiAKNOYEHHS 00 MepexXi IHTEepHET, 3aBXAau
PO3TaLLOBaHWUI NOPYY i3 BIACHUKOM, MICTUTb PiI3HOMAHITHI NPUCTPOI BBEEHHSA/BUBEJEHHS:
MiKpo(hoH, Bineokamepy, GPS-HaBiraTop Ta iH. YacTo cMapTdoH 3abe3neyye 4OCTYN A0 rPOLLIOBUX
paxyHKiB B ornepaTopa Mob6iNbHOro 3B'A3KY, y CUCTEMI OHNaNH-baHKiHry abo iHWwKuX. Yce ue nigcnntoe
Hebe3neky.

ICHYIOTb WNUIYHCbKI NPOrpamMu, siKi 310BMUCHUKK BUKOPUCTOBYIOTb A5 LUNUIYBaHHSA 3a
KOPUCTyBayYeM CMapTdOoHa. BUKOPMCTOBYIOUM iX, MOXXHA NEePeXontoBaTh NOBiAOMIEHHSA NPO BCi
30iNCHEHI A3BiHKK, Ai3HaBaTMUCS BMICT CMC-nMCTyBaHHA Ta AaHi Npo BiABiAaHI canTu, 3HIMaTK
KaMmepot TenedoHa OTOYEHHSA KOPUCTYBaya, BU3Ha4YaTW NOro Micle po3TallyBaHHS, BKIOYATM
MiKpOMOH i 3anmMcyBaTun BCi PO3MOBU.

LLle oaMH acnekT 3arpo3 Ans KopucTysayis MobinbHMUX TenedoHiB nonsrae B poboTi 3 nnaTHUMHK
nocnyramu. Mignncka 3 BukopmuctaHHam CMC Ha OHMaNH-rpy, NeBHMI CanT, By ab-SKUIA CepBic, AKURA
BMMarae€ perynsapHy ornaaTy, MOXKe NpU3BOAUTM L0 CMUCYBAHHA 3 PaxyHKY 3Hay HUX KOLWITIB. IHOAi
Taki CMC MOXyTb HaACUATNCA TPOSHCbKUMW NPOrpaMamu.

OpnHak He BCi KopucTyBadi aAbatoTb Npo 6e3neky Ta BCTAHOB/IIOKOTb aHTUBIPYCHE NPOrpamHe
3abe3neyeHHs Ha CBOI CMapTMOHN.

CouianbHa iH)XeHepis

CouianbHa iHXeHepis (aHrn. social engineering) — ue HayKa, WO BMBYaE NOACLKY NOBEAIHKY Ta
(hakTOpWU, SIKi Ha Hel BNIMBAKOTb.

TepMiH «couiafibHa iHXeHepis» K aKT NCMXO0NOri4YHOI MaHiNy ALl TaKoX NOB'A3YI0Tb i3 CyCniibHUMN
HayKamu, 0[lHaK BiH LUMPOKO BUKOPUCTOBYETLCA Cepen CneLianiCTiB 3 KOMM'toTepHOI Ta
iHhopMaLinHoi 6e3neku.

OcCHOBHa TaKTMKa coLiasibHOI iHXeHepii — 3a LoMOMOro NCUXONOriYHNUX MeToAiB (Hanpuknag,
CNiNIKYI0YNCb Ha4ebTOo Bif iMEHi CepBiCHOI KOMMaHIT 41 BaHKy) NepekoHaTn KOPMUCTYBayYa PO3KPUTK
iHpopMaUito ocobucToro xapaktepy (Maponi, HOMEPU KPEANTHUX KapTOK TOLLO).

BinblwicTb MeTOAIB COLiaNnbHOI iHXEHepii He BUMaraoTb 0COBJIMBMNX TEXHIYHMX 3HaHb 3 BOKy
3/10BMUCHUKIB, @ OTXKE BUKOPUCTOBYBATU Lii METOAM MOXKe ByOb-XTO — Big APiBHMX 3104iiB A0
[0CBigYeHNX Kibep3104nHLIB.

IcHye 6baraTo MeToauK, SKi NignafalTb Nif 3arafbHWUIA TEPMIH COLiaNbHOI iHXXeHepIi B ranysi
Kibepbe3snekun. Cepenl HaMBiIQOMILLNX METOAUK — CNaM Ta ilLNHT.

CnaM — Lie MacoBe POo3CUIaHHA ®dilwmHr — ue gopma KibepaTakm, nig yac
Heba)xaHMX nncTiB. HanyacTiwe cnam — ue AKOI 3/104MHEeLb HaMaraeTbCa 3aBOMOBYBATH
JNCT eJIEKTPOHHOI MOLUTK, AKWI LOBIpYy [0 XKepTBW AJ19 BUMaHIOBaHHS
HaACUNAETLCA 04 pa3y Ha BEJINKY KiJIbKICTb KOH(iZeHLUinHOoT iHhopmauil. na

agpec, ane BiH TakoX Moxe byTun OTPUMAHHA OAHUX 3JTOBMUCHUKN TaKOXX
[OCTaB/IEHUI Yepe3 MUTTEBI NOBIAOMIIEHHS, CTBOPIOIOTb Big4YyTTS TEPMIHOBOCTI abo
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SMS Ta couianbHi Mepexi. BnacHe, cnam He
€ COLia/IbHOI0 iIHXXEHepIEID, 04HAK B AeAKNX
KaMMaHisiXx BUKOPUCTOBYIOTLCS MOro BUAMN,

Taki 9K QilWKHE, LinecnpsamMoBaHUA QilLNHP
(spearphishing), BiwmnHr (vishing), cMilWNHI

3aCTOCOBYIOTb TAaKTUKY 3a/I5KYyBaHHS.
BapTo 3a3Ha4ynTu, WO QiLUMHIOBI KaMMaHii
MOXYTb OYTW HaLiNeHi Ha BEINKY KiNbKiCTb
BMNaAKOBUNX KOPUCTYBaYiB abo KOHKPETHY
ocoby 4u rpyny.

(smishing), a TakoXX MOLMPEHHS LIKiSANBUX
BKJlafleHb abo nocunaHs.

IHWi MeTOAM:

LlinecnpsamoBaHuu ¢iwmHr — ue gopma BilLUMHIr Ta CMILUKMHI — Ue MeToau couiasibHOI

ilwmHry, nig Yac AKoi 3I0BMUCHWK HAACWIAE  iHXeHepil, nogibHi oo QiwwnHry, ane

MOBiAOMJIEHHS,CIPSAMOBAHI Ha KOHKPETHY rpyny 34iINCHIOITLCA HE Yepe3 eNeKTPOHHY MOoLWTY.

nogen, abo HaBiTb NPOCTO OKpeMy ocoby 3 30KpeMa, BILLMHI peani3oByETbLCA Yepes

MeTOI BUKpPaLeHHA AaHMx abo MaHinynoBaHHA LWaxpancbki TenedoHHI A3BiHKK, a Ans

HUMU B 3JTOBMUCHUX LIiNSX. CMILLUMHIY BUKOPUCTOBYIOTbCA TEKCTOBI SMS-
NOBIJOMNEHHS, AKi MICTATb WKIAAMBI MOCKUIAHHA
abo BMicT.

BupaBaHHA cebe 3a iHWY 0cOOYy € iHWUM Adepu 3 TeXHIYHOIO NiATPUMKOIO — L€,
NonynsapHUM METOAOM COLiafIbHOI IHXeHepii, Nig3a3Bu4an, HenpaBanBi TeneoHHI A3BiHKK abo
4ac AKoro Kibep3noymHui AitoTb HIBUTO Bif iIMEHi IHTepHET-peknama, B SKih 310BMUCHUKN

neBHOI 0cobn, BBOASAYM B OMaHY MOTEHLUINHNX  MPOMOHYIOTb XXepTBaM NOCAYrin cnyxbu

XXepTB. TMNOBMM MPUKNALOM € 3/I0BMUCHUK, TexHiYHOI NiATpUMKKN. Hacnpasgi, Kibep3novnHui
KU Bnpae cebe 3a reHepasbHOro AMpeKTopa MpPoOCTO HaMarakTbCsa 3apobuTur rpoLui,

NeBHOI KOMMNaHii, yknaga€ Ta 3aTBepaXKyeE nponatymn denkosi nocnyrun abo ycysatouun
LUaXPancbKi yrogm B TOM 4ac, K CrpaBXHin HacnpaBAi HeicHytoYi npobnemu.

reHepanbHU oupekTop nepebysac y BignycTL;.

LWWKipnuBe nporpaMHe 3abe3nevyeHHs, Uinb  KibeplwaxpancTBo — Le CXeMU 3I0BMUCHKKIB, Y
KO0 BUK/NKATLN Y XKEPTBM MNOYYTTH CTPAXy YN SKUX 4aCTO BMKOPUCTOBYIOTb OAMH abo HaBiTb
TPUBOrM Ta TaKUM YMHOM 3MYCUTW 1i BCTAHOBUTUAEKINIbKA METOAIB COLia/IbHOI iHXeHepil,
Hebe3ne4yHWin Ko Ha NpUCTpIn. MOWMPEHNMN € ONUCAHKX Y LIbOMY PO3Aini.

BMNAgKW, KOJIM KOpUCTYBa4vaMm Bigobpaxkanocb

NOBiAOMJIEHHS MPO HIBUTO iH(iIKyBaHHS

NPUCTPOIO 3arpo30to, A8 BUAANEHHSA KOl

HeobXiAHO 3aBaHTAXXUTW aHTUBIPYC (AKKN,

HacnpasAi, € WKiAJMBUM NPOrpaMHUM

3abe3neyeHHAM).

NMpasuna 6e3ne4yHoi pobOTH B iHTPEHeTI

£25°0  OcHosHi npaBuna 6e3ne4Hoi poboTy B IHTEpHeTi:
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e BMKOpPUCTOBYNTE TiNIbKK NiLeH3iNHe nporpamMHe 3abe3neyvyeHHs. YCTaHOBAONTE
nporpamm TiNbKy 3 oiLinHUX fxepen. MNepen yCTaHOBIEHHSAM YATANTe BiAryKu
IHLUINX KOPUCTYBAYiB, SKLLO BOHW JOCTYMHI.

e YCTaQHOB/NIONTE Ta OHOBJIOMTE aHTUBIPYCHE NporpamMHe 3abe3nevyeHHs K Ha
CTalUiOHapHi, Tak i Ha MOBiNbHI KoMn'toTepun. baxkaHo, W06 OHOBNEHHS
aHTMBIpYCHMX 6a3 34iNCHIOBANOCA PerynsapHo Ta aBTOMaTUYHO.

e 3aBXXAMW BCTAHOBJIOMNTE OHOBJIEHHSA OMNepaLiinHOl CUCTEMM Ta iHLWIOro NPOrpaMHOro
3abe3neyeHHs.

e BUKOPUCTOBYNTE HafiHi Naposi. He BUKOPUCTOBYNTE Ha Pi3HUX iIHTEPHeT-
pecypcax OA4WH i TOW CaMuil NapoJib, 3MIHIONTE NOro perynspHo.

e MpuenHynTecs TiNbkn o nepesipeHux Wi-Fi-mepex. He Bignpasiante Ba>kuBi
LaHi (LaHi KpeAUTHUX KapTOK, OHNaWH-6aHKIHry Towo) Yepe3 nybniyvHi Ta
He3axuweHi Wi-Fi-mepexi.

e YCTaHOBITb (iNbTp CMIMBAOYMX BiKOH y Bpay3epi.

e [epeBipsanTe cepTudikaT 6e3nekn cCanTis y BUrNa4i 3aMKa B aipeCHOMY psiaKy
bpay3epa.

e He BigKpuBanTe NOBIAOMJIEHHS €NEKTPOHHOI MOLWTW Big HEBIAOMMX BaM 0Cib i
NPUKPINAeHi L0 HUX anan, SKNX B HE OYiKYETe.

e [logymanTe NPo MOXJIMBI PU3NKK 415 BaC nepes TUM, AK BUKNACTU LWLOCh Y
Mepexy IHTepHerT.

e CTBOpIONTE pe3epBHi KOMii BaXXNMBUX ANS BaC AaHuUX, 3bepirante ix Ha HOCisX
JaHWNX, BIOKIOYEHUX Bif Mepexi IHTepHeT.

MocTinHO Kynyew ToBapu B IHTepHeTiI?

e [1ig Yac 30iMCHEHHS MOKYMNOK OHJIaNH BUKOPUCTOBYI TiflbKW MepeBipeHi CanTu IHTepHeT-
MarasuHis.

e [1n9 30iNCHEHHA OHNAMH-NNATEXIB KOPUCTYNCS CNeLiaNbHUM 3axulieHnm bpaysepom.

e 3aBaHTaXyn 00OATKN TiNbKKU 3 0QilinHMX BaHKIBCbKMUX CalTiB. OCKiNbKW 3T0BMUCHUKI
4acTo NowmpooTb NigpobneHi baHKIBCbKI Nporpamm 4na BUKPaLeHHSA 0cobucTol
iHbopMauii.

e He BMKOPUCTOBYM Mifo3piNni oHNanH-popMn Ana BBeAeHHSA 6aHKIBCbKUX SAaHUX.

MepebyBaew B Mepexi 24/7?

YHMKan NiakadeHHs o nybnivHunx mepex Wi-Fi.

BukopucToByin fomMallHIO Mepexy abo MobinbHMI IHTepHeT, 0co6MBO Nif Yac 34iNCHEHHS
OHNaMH-TPaH3aKLuin abo nepenayi KOHMIAEHUINHNUX OAHUX.

HanawToByi aBTOMaTWYHI OHOB/IEHHA [OAATKIB Ta NporpamMHoro 3abesneyeHHs.
BuKopncToBy# aHTUBIpYCHe NporpamHe 3abe3neyvyeHHsa ansa 6esnekn gesancis.
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TaeMHO nepernspacwl POMaHTUYHI MeNoApPaMMn NPO KOXaHHA?

e Ina 6e3ne4yHoro nepernagy BiLeo BUKOPUCTOBYN TiNbKK 3axuileHi Beb-cantu. KpiM Lboro,
OyLb 0bepeXxHVM Nifg Yac BUKOPUCTaHHA crneuiasibHUX po3wmnpeHb bpay3epa, fKi MOXYTb
MICTUTW WKiAIVNBUIA KOL,.

e He HaTuCKan Ha Nigo3pini peknamHi baHepn Ta CNANBAKOYi PEKJTAMHI OrOOLLIEHHS.

e BCTaHOBM HafilHE aHTMBIPYCHE PillEHHS Ha BCi AeBalCK, a TaKoX 3abe3ney 3axucT cMapT-
TesieBi3opa Bif HECAHKLIIOHOBAHOIro AOCTYMNY XaKepis.

e KOHTPOJOM KiJIbKICTb MiAKI0YEeHUX NPUCTPOIB 40 AOMALUHLOI0 poyTepa.

Tu aKTMBHUI KOPUCTYBa4 coliaiIbHUX MepeXx?

e 1N 3aXMCTy NepCoHaNbHUX faHMX B COLliasIbHUX Mepe)kax CTBOPIOW HaAiNHI naponi, aki He
MICTATb WabNOHHNX (hpa3 Ta OKPEMUX CIiB, 3aMiCTb LLbOro BUKOPUCTOBY CKNAAHI PeYEeHHS,
Hanpuknaag, Ha3su KHUr abo uMTaTy BiZOMUX NIIOAEN.

e BukopucToByin ABOMAKTOPHY ayTeHTUdikauito ana nokpatleHHs 6e3nekn obnikosux
3anuciB. Y pasi BUKpageHHs naposito ayTeHTUdikaLis LONOMoXe 3aXUCTUTU akayHT Bif,
HeCaHKLIiOHOBaHOro JOCTyny.

e CTBOpPION YHiKaNnbHW Naposib 40 KOXXHOro akayHTY B Mepexi [HTepHeT. OcKinbku
3aCTOCYBaHHSA O4HOr0 Napons ans 6aratbox NPoginis NiABULLYE Ypa3anBiCTb
KOH(iAEHUINHNX OaHUX.

He MoXxews Npo>XUTH Hi XBMAMHKM Be3 cmapTdoHa?

e 1106 TBIil rag)XeT He ONMMHMBCS NiJ KOHTPOJIEM 3/I0BMUCHWKIB, 4OTPUMYINCA OCHOBHMX
npasun 6esnekn ans 3axucty MobinbHUX AeBaiciB. 30KpeMa, AN 3aBaHTaXKeHHA Nporpam
BMKOPUCTOBYW TiIbKW OMiLiNHI MarasnHm 0oAaTKiB.

e 3aBaHTaXymn [OAATKN NnLe nepesipeHnx po3pobHuKie. KpiM LbOro, YuTamn Bigryku iHWnx
KopucTyBadiB, 0cobsIMBO 3BepTan yBary Ha HeraTUBHI KOMeHTapi.

e 3[iNCHION perynsipHe OHOBJIEHHS onepaLuinHol CUCTEMU Ta KOXXHOro Ao4aTkKy Ans
BUMNpPaB/EHHS ypa3nNBOCTEN.

L-oCM7mKWc-5w
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