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AHTUBIPYCHI 3acobu 3axucTty

AHTMBIpYCHa nporpama (aHTMBIpyC) — cneuianizoBaHa nporpaMa aas 3HaX0OXKEHHS KOMM'IOTEPHUX
BipyCiB, @ TakoX Heba)kaHMX (LLKiZAMBMX) NPOrpam 3arasom, Ta BiAHOBJEHHS 3apaeHnX
(MoaMikoBaHMX) TaKuMu Nporpamamu hannis, a TakoX 415 NpodinakTuky — 3anobiraHHs
3apakeHHo (MoaundgikaLil) gannis Yn onepauinHol CUCTEMU LWKiIQJIMBAM KOLOM.

YoMy MeHi noTpibHe aHTUBIpYCHe nporpamMHe 3abe3neyeHHA?

Lli IHCTpYMEHTM aHTUBIPYCHOr0 3aXUCTY KPUTUYHO BaXKJIMBI [LJ19 KOPUCTYBaYiB, OCKiJIbKM KOMN'lOTep
6e3 3axMCTy aHTUBIPYCHUM NporpaMHMM 3abesnedyeHHaM Byae 3apa)keHnid MPoTAroM XBUAWH MiCAs
NiAKNYEHHS 0o IHTepHeTy. Hanag € NoCTinHMM, WO 03HaYaE, Lo KOMMaHil, SKi po3pobnsatoTb
aHTUBIpyCHe NporpaMHe 3abe3neyeHHs, NOBMHHI perysiapHO OHOBJIOBATW CBOI 3aC0bU BUABNEHHS,
o6 6opoTuncs 3 noHag 60 000 HOBMX LLKIOAMBUX NPOrpaM, AKi CTBOPIOOTHLCS LLOAEHHO.

CyyacHi Wwkignuei nporpaMu (3aranbHUN TEPMiH, KU OXOMJIIE KOMN'IOTEPHI BipyCH) LIBUAKO
3MiHIOIOTb CBiNl BUrAA4, Wob YHUKHY TN BUABJIEHHS 3aCTapiNnUM, 3aCHOBAHUM Ha BU3HAYEHHSX
aHTUBIPYCHUM NporpaMHuM 3abesnedyeHHAM. Bipycn MoXyTb 6yTu cnporpaMoBaHi 415 3aBAaHHS
LWKOAW BaLLOMY NMPUCTPOIO, MEePELLKOLKAaTWN KOPUCTYBaYy Yy AOCTYNi A0 AaHuX abo HaBiTb
3axO0MnJitoBaTW yNpaBfiHHA BalUUM KOMMN'IOTEPOM.

LLkignmee nporpamHe 3abe3neyeHHs (WKigNMBI Nporpamu) - Lie 3710BMUCHa nporpama abo
KOL, SKi WWKOAATH KiHLEBUM NMPUCTPOAM. SAKLLO NPUCTPIN YpaXKeHO WKiAJMBUM NPOrpaMHUM
3abe3neyeHHAM, Moxe BiabyBaTNCS HECAHKLOHOBaHMUI OOCTYM, ypaXKeHHA AaHux abo
6710KyBaHHA NPUCTPOIO, MOKK BN HE CRATUTE BUKYM.

Jlioan, SKi nowWnpoTh WKignnee nporpamHe 3abesnevyeHHs, abo Kibep3noynHui,
YMOTUBOBaHI (PiHAHCOBO Ta BMKOPUCTOBYBATUMYThb Ypa)XkeHi NpUCTPOI 419 3anyCKy aTak,
wob, Hanpuknag, oTpuMyBaTn BaHKIBCbKI 06M1iK0BI AaHi, 36upaTn 11 36yBaTV NEpPCOHaNbHI
[aHi, npoaaBaTy AOCTyN Ao ob4ncnoBanbHNX pecypcie abo BMMaraTu Bifl XXepTB NAaTiXKHY
iHhopmau,ito.

LLLlo poOuTb aHTUBIpYCHe nporpaMHe 3abe3nevyeHHA?

Kinbka pi3HMX KOMMAaHin po3pobnsoTb aHTUBIPYCHe nNporpamMHe 3abe3neyeHHs, i Te, WO KOXHA 3 HUX
MPOMNOHYE, MOXXe BiPI3HATNCS, afie BCi BOHN BUKOHYIOTb KislbKa OCHOBHUX (PYHKLLiNA:

e CKaHyBaHHA KOHKPEeTHUX (hanniB abo KaTanoris Ha NnpeameT By Ab-AKUX WKiANNBUX NpOrpam
ab0 BiZOMUX 3M10BMUCHUX LLIAONOHIB.

e [103B0SIAOTb BaM MNiaHyBaTU aBTOMAaTUYHI CKaHYBaHHS.

e [103BOJIAIOTb BaM iHiLilOBaTN CKaHYBaHHA KOHKPETHOro hansy, Baloro Kkomn'totepa B LinoMy
abo neww-Hakonuyysayda y byab-aKuin vac.

e BugansaoTb 6yOb-AKNUIN BUSBAEHWIA LLKIOANBUA KOA - iHOAI BaC 6yae CnogilleHo npo
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iH(DIKYBaHHSA | NONPOLIEHO O4YUCTUTK (hain, iHLWI NporpaMu aBTOMaTMYHO 3pobnaTh ue
BipdaneHo.
¢ [loka3yloTb BaM “3400p0B'A” BaLLOro Komn'rotepa.

K npaulo€e aHTUBIPYCHe nNporpaMHe 3abe3neyeHHn?

AHTUBIpYyCHe nporpamMHe 3abe3neyeHHs npauioe BUABNAIYN, BNOKYI0YM | BUAANAYN LWIKIANUBI
nporpamm Ta 3arposn aas KoMmn'totepHoi 6e3nekn. OCb OCHOBHI NPUHLMUMNN POBOTN aHTMBIPYCHOrO
nporpamMHoro 3abesneyeHHs:

1. BusiBNeHHA BipycCiB Ta WKigaMBMX Nporpam: AHTUBIpYCHE NporpamMHe 3abe3nevyeHHs CKaHye
hannm Ha BawoMy KoMN'tOTepi, WyKatoymn nigo3pini abo BigoMi WabnoHK, SKi BKasyTb Ha
HasiBHICTb BipYyCiB, TPOSHIB, YEPB'AKIB, LUNUIYHCbKOrO MNPOrpaMHOro 3abesnevyeHHs Ta iHLWKX
LUKiOAMBUX NPOrpam.

2. AHani3 nosepiHkK: [lesike aHTUBIPYCHe NporpamMHe 3abe3nevyeHHS BUKOPUCTOBYE aHani3
NOBEAIHKN N5 BUABNEHHS NOTEHUiINHO Hebe3neyHnx Ain nporpam. BoHu cnocTepiraloTb 3a
aKTUBHICTIO Mporpam Ta BUABNAIOTb Aii, AKi MOXKYTb BKa3yBaTW Ha 3arpo3un besnedui.

3. OHOBMEHHA BiPYCHUX BU3Ha4YeHb: AHTMBIPYCHE NporpaMHe 3abe3neyeHHA perynsapHO OHOBIIOE
CBOt0 6a3y AaHMX BipyCHUX BU3HAY€eHb, WOO BUABNATY HOBI BipyCu Ta iHWI 3arpo3u. Lli
OHOBJIEHHA [03BONAOTL aHTUBIPYCHOMY NporpaMHoMy 3abe3neyeHHo po3ni3HaBaTy 1
eheKTUBHO BOpPOTNCSH 3i CBIXMMK 3arpo3amMu.

4. O4ynweHHs Ta 6110KyBaHHA: AKLWO0 aHTKBIPYCHe NporpamMHe 3abe3neyvyeHHs BUABUTD LUKiAANBY
nporpamy, BOHO MO)Ke cnpobyBaTh OYUCTUTW i BUAYYUTK Ti 3 BaOro Komn'totepa. B iHWNX
BMMaZKaxX BOHO MOXke 6/10KyBaTW AOCTYN A0 WKigameux gannis abo nporpam, 3anobiratoym ix
BMKOHAHHIO.

5. 3axmucT B peasibHOMY Yaci: baraTto Cy4aCHMX aHTUBIPYCHMUX NPOrpaM MpPOoMnoHYTh 3aXUCT B
peanbHOMYy 4aci, O 03HAYa€ NOCTINHWUIA MOHITOPUHI aKTUBHOCTI Ha BalloOMy KOMM'toTepi Ta
HeranHy peakuito Ha byab-5iKi 3arpo3u, SKi BOHW BUABAAIOTH.

3arasiom, aHTUBIpyCHe NporpamMHe 3abe3nevyeHHs rpae BaXxAUBY posb Y 3abe3neyeHHi besnekn
BALLIOro KoMmn'toTepa Ta 0cobucToi iHhopMaLii, ;onoMaratymn 3axXMCTUTK Bac Bif, WKiAAMBMX NpOrpam
Ta iHWux Kibep3arpos.

Be3KOLWITOBHiI Ta NJAaTHi aHTUBIPYCHI Nporpamm

ICHYy€ OeKinbKa KN4Y0BUX BiAMIHHOCTEN MiXK MAaTHUMMN Ta 6€3KOLWTOBHUMU aHTUBIPYCHUMN
nporpamMamu:

e OYHKUiIOHANbHICTb | 3aXMUCT: 3a3BMYai NAATHI aHTUBIPYCHI NporpamMun MatoTb BiNblIKMA CNEeKTP
(DYHKLUI | MOXNBOCTEN, TaKUX AK PO3LUMPEHi ONLT CKAHYBaHHS, 3aXMCT B peasibHOMY 4aci,
0iNblW WBMAKA peakLisa Ha HOBI 3arpo3n Ta A04ATKOBI iIHCTPYMEHTMW ANS 3aXUCTY NPUBATHOCTI
Ta onTuMi3auii cnctemun. be3kOoLTOBHI BEPCii 3a3BMYail MaloTb 06MeXXeHY PYHKLIOHANbHICTD i
MOXKJIMBOCTI.

* PiBeHb MigTpMMKKM Ta 06cnyroByBaHHA: KopucTyBayi NiaTHUX aHTUBIPYCHUX NMporpam 3a3suyan
OTPUMYIOTb AOCTYN L0 NPIOPUTETHOI NIATPUMKIN KNIEHTIB, BKJIIOYAOYN TeNedOoHHY NiATPUMKY,
OHJIAaNH-4aT Ta iHLWi KaHanu 3B'aA3Ky. Y 6e3K0oLWTOBHUX BepCisx NiATPUMKa Moxe ByTu
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obmexeHot abo B3arani BiACYTHbOH.

e OHOBNeHHs Ta 6a3un gaHux: NnaTHI aHTUBIPYCHI NporpaMu YacTiwe OTPUMYIOTb OHOBJIEHHS Ta
OHOBJIIOIOTb CBOI 6a3n faHMX BipyCiB YacTiwe, WO A03BOAE iM ByTun Bifbll e(heKTUBHUMM Y
BUSBJIEHHI Ta 60poTbOI 3 HOBMMM 3arpo3amu. Y 6e3KOLTOBHMX BEPCiAX OHOBJIEHHSA MOXYTb
OyTn MeHLW YacTmumu.

e [lopaTKoBi PYHKUIi i IHCTpYMeHTW: MnaTHi BepCii aHTMBIPYCHUX NPOrpaM MOXyTb BKIOHATU
LOLLATKOBI IHCTPYMEHTM Ta (PYHKLUIi, Taki AK (haEpBON, 3aXUCT Bif, LUMNUIYHCbKOI0
nporpamMHoOro 3abesneyeHHs, 3aXUCT Bif WaxpaiB Ta ineHTUdiKauia Be6-canTiB. be3KOWTOBHI
BepCii 3a3BMYall MalOTb MeHLLE PYHKLIOHAaNbHOCTI.

e [ToniTnKa KOHQIAEHUINHOCTI | BUKOPUCTaHHA AaHuX: MaTHI aHTUBIPYCHI NporpaMmn MoXyTb
MaTy 6ifbL NPO30pi Ta CTPOri MNONITUKM LWOAO KOH(DIAEHLIMHOCTI Ta BUKOPUCTAHHSA 0COBMCTUX
LlaHUX KOPUCTYBaYiB, NOPIBHAHO 3 OE€3KOLWTOBHMMM albTepHaTUBaMMU.

OTxe, xo4a 6e3KOLWTOBHI @aHTUBIPYCHI NporpamMmu MoXxyTb B6yTu obpum BapiaHToM ans 6a3oBoro
3aXUCTY, NAaTHI Bepcii 3a3B14all HagatoTb BinbLL NOBHUIA Ta e(heKTUBHUIN 3aXUCT, @ TakoX BinbL
LUMPOKUIA CNEKTP AOAATKOBUX (PYHKLIA Ta MOCAYT.

Halkpalle aHTUMBiIpyCHe nNporpamMmHe

av-test.org - Le He3aneXXHUn TeCToBUIN NabopaTopHUIA
LEeHTP, AKWIA creuianizyeTbCa Ha OUiHLI aHTUBIPYCHOro
‘ nporpaMHoro 3abe3sneyeHHs Ta 6e3neKoBMX pilleHb 4n4

KOMM'I0TepiB Ta MOBiSIbHUX NPUCTPOIB. IXHi TecTm
The Independent IT-Security Institute oxonnwowoTs Wrpokuit cnekTp aHTuBIpyCHUX Nporpam,
Magdeburg Germany gy nioyatoum ik 6E3KOLITOBHI, Tak | MiaTHi BapiaHTu, Ta
OUIHIOKOTb IX e()eKTUBHICTb Y BUAB/IEHHI 3arpo3, WBUAKICTb pearyBaHHS Ha HOBI 3arpo3un, a Takox
BMJIVB Ha NPOAYKTUBHICTb CUCTEMMW.

TecToBi pe3ynbTaTh av-test.org € g)xepenom Ba)KNMBOI iHpopMaUil A1 KOPUCTYBaYiB, AKi LWYKaTb
HahiiHe aHTUBIpPyCHe nporpaMHe 3abe3neyeHHs. Lli oaHi gonomaraloTb CNoXMBaYaM npunMaTun
0brpyHTOBaHI pilleHHA Wwoao snubopy nporpaMHoro 3abesneyveHHs Ona 3aXUCTY IXHIX NPUCTPOIB Ta
AaHuX.

Hankpawe aHTUBIPYCHe nporpaMHe 3abe3nevyeHHsa pns
AOMaLUHIX KOPUCTYBa4iB

Windows 10: rpyaeHb 2023 p.

Avast Free Antivirus 23.9 & 23.11 avast.ua

¥ AvG

AVG Internet Security 23.10 & 23.11 avg.com

Avira
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Avira Internet Security for Windows 1.1 avira.com
(=]

Bitdefender Internet Security 27.0 bitdefender.com

F F-Secure
F-Secure Total 19 f-secure.com/

=]

McAfee Total Protection 1.12 mcafee.com/
B Microsoft

Microsoft Defender Antivirus (Consumer) 4.18 microsoft.com/

Android: nuctonapg 2023 p.

) Avast

Avast Antivirus & Security 23.22 play.google.com

¥ Ava

AVG Antivirus Free 23.21 play.google.com
(]

Bitdefender Mobile Security 3.3 play.google.com

F F-Secure

F-Secure Total Security & VPN 21.1 play.google.com

GDATA

G DATA Mobile Security Light 27.10 play.google.com
v norton

Norton 360 5.73 play.google.com

SOPHOS

Sophos Intercept X for Mobile 9.7 play.google.com

d>xepena

@ AHTUBIpYyCHa nporpamMa

What is Antivirus Software?

LLlo Take WKigavmBe nporpamHe 3abesneyvyeHHA?
e www.av-test.org
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