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AHTUBIPYCHI 3acobu 3axucTty

AHTMBIpYCHa nporpama (aHTMBIpyC) — cneuianizoBaHa nporpaMa aas 3HaX0OXKEHHS KOMM'IOTEPHUX
BipyCiB, @ TakoX Heba)kaHMX (LLKiZAMBMX) NPOrpam 3arasom, Ta BiAHOBJEHHS 3apaeHnX
(MoaMikoBaHMX) TaKuMu Nporpamamu hannis, a TakoX 415 NpodinakTuky — 3anobiraHHs
3apakeHHo (MoaundgikaLil) gannis Yn onepauinHol CUCTEMU LWKiIQJIMBAM KOLOM.

YoMy MeHi noTpibHe aHTUBIpYCHe nporpamMHe 3abe3neyeHHA?

Lli IHCTpYMEHTM aHTUBIPYCHOr0 3aXUCTY KPUTUYHO BaXKJIMBI [LJ19 KOPUCTYBaYiB, OCKiJIbKM KOMN'lOTep
6e3 3axMCTy aHTUBIPYCHUM NporpaMHMM 3abesnedyeHHaM Byae 3apa)keHnid MPoTAroM XBUAWH MiCAs
NiAKNYEHHS 0o IHTepHeTy. Hanag € NoCTinHMM, WO 03HaYaE, Lo KOMMaHil, SKi po3pobnsatoTb
aHTUBIpyCHe NporpaMHe 3abe3neyeHHs, NOBMHHI perysiapHO OHOBJIOBATW CBOI 3aC0bU BUABNEHHS,
o6 6opoTuncs 3 noHag 60 000 HOBMX LLKIOAMBUX NPOrpaM, AKi CTBOPIOOTHLCS LLOAEHHO.

CyyacHi Wwkignuei nporpaMu (3aranbHUN TEPMiH, KU OXOMJIIE KOMN'IOTEPHI BipyCH) LIBUAKO
3MiHIOIOTb CBiNl BUrAA4, Wob YHUKHY TN BUABJIEHHS 3aCTapiNnUM, 3aCHOBAHUM Ha BU3HAYEHHSX
aHTUBIPYCHUM NporpaMHuM 3abesnedyeHHAM. Bipycn MoXyTb 6yTu cnporpaMoBaHi 415 3aBAaHHS
LWKOAW BaLLOMY NMPUCTPOIO, MEePELLKOLKAaTWN KOPUCTYBaYy Yy AOCTYNi A0 AaHuX abo HaBiTb
3axO0MnJitoBaTW yNpaBfiHHA BalUUM KOMMN'IOTEPOM.

LLkignmee nporpamHe 3abe3neyeHHs (WKigNMBI Nporpamu) - Lie 3710BMUCHa nporpama abo
KOL, SKi WWKOAATH KiHLEBUM NMPUCTPOAM. SAKLLO NPUCTPIN YpaXKeHO WKiAJMBUM NPOrpaMHUM
3abe3neyeHHAM, Moxe BiabyBaTNCS HECAHKLOHOBaHMUI OOCTYM, ypaXKeHHA AaHux abo
6710KyBaHHA NPUCTPOIO, MOKK BN HE CRATUTE BUKYM.

Jlioan, SKi nowWnpoTh WKignnee nporpamHe 3abesnevyeHHs, abo Kibep3noynHui,
YMOTUBOBaHI (PiHAHCOBO Ta BMKOPUCTOBYBATUMYThb Ypa)XkeHi NpUCTPOI 419 3anyCKy aTak,
wob, Hanpuknag, oTpuMyBaTn BaHKIBCbKI 06M1iK0BI AaHi, 36upaTn 11 36yBaTV NEpPCOHaNbHI
[aHi, npoaaBaTy AOCTyN Ao ob4ncnoBanbHNX pecypcie abo BMMaraTu Bifl XXepTB NAaTiXKHY
iHhopmau,ito.

LLLlo poOuTb aHTUBIpYCHe nporpaMHe 3abe3nevyeHHA?

Kinbka pi3HMX KOMMAaHin po3pobnsoTb aHTUBIPYCHe nNporpamMHe 3abe3neyeHHs, i Te, WO KOXHA 3 HUX
MPOMNOHYE, MOXXe BiPI3HATNCS, afie BCi BOHN BUKOHYIOTb KislbKa OCHOBHUX (PYHKLLiNA:

e CKaHyBaHHA KOHKPEeTHUX (hanniB abo KaTanoris Ha NnpeameT By Ab-AKUX WKiANNBUX NpOrpam
ab0 BiZOMUX 3M10BMUCHUX LLIAONOHIB.

e [103B0SIAOTb BaM MNiaHyBaTU aBTOMAaTUYHI CKaHYBaHHS.

e [103BOJIAIOTb BaM iHiLilOBaTN CKaHYBaHHA KOHKPETHOro hansy, Baloro Kkomn'totepa B LinoMy
abo neww-Hakonuyysayda y byab-aKuin vac.

e BugansaoTb 6yOb-AKNUIN BUSBAEHWIA LLKIOANBUA KOA - iHOAI BaC 6yae CnogilleHo npo
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iH(PiKyBaHHS i MONPOLUEHO OYUCTUTY hal, iHLWI NporpaMy aBTOMaTUYHO 3pobnsAThb Le
BigoaneHo.
 [loka3ytoTb BaM “3400p0B'a” BaLIOro Komn'totepa.

fIK npauloe aHTUBIpYCHe NporpaMHe 3abe3nevyeHHA?

AHTUBIpYCHe NporpamMHe 3abe3nevyeHHs Npautoe BUABNAIYN, BNOKYIOYM | BUAANAYN LWIKIANNBI
nporpamu Ta 3arpo3u ans komn'totepHoi 6e3nekn. OCb OCHOBHI NPUHUMNKM PoBOTN aHTUBIPYCHOrO
nporpamMmHoro 3abesneyeHHs:

1. BuaBneHHa BipyCiB Ta LWKiAAMBUX NporpamM: AHTUBIpYCHE nporpamMHe 3abe3ne4yeHHs CKaHye
(haiiv Ha BalIOMy KOMN'IOTepI, WyKa4yy nigo3pini abo Bifomi wabnoHW, AKi BKa3yTb Ha
HasBHICTb BipyCiB, TPOSAHIB, Y€PB'AKIB, LUNUIYHCbKOr0 NPOrpaMHOro 3abesneqyeHHs Ta iHWnX
WKIAAMBMX Mporpam.

2. AHani3 nosefdiHku: [leske aHTUBIpyCHe NporpaMHe 3abesne4yeHHsa BUKOPUCTOBYE aHani3
NnoBeAiHKM 0N BUABNEHHSA NOTEHUiINHO Hebe3nevyHnX Ain nporpamM. BoHn cnocTepiratoTb 3a
aKTMBHICTIO Nporpam Ta BUSABASAIOTb Ail, AKi MOXYTb BKa3yBaTuW Ha 3arpo3u besneu,i.

3. OHOBEHHA BipyCHUX BU3Ha4YeHb: AHTUBIpYCHE nporpaMHe 3abesnedyeHHs perysiapHO OHOBJIOE
cBot0 6a3y AaHMX BipyCHNX BM3HA4Y€Hb, LWOO BMABNATI HOBI BipyCu Ta iHWI 3arpo3u. Li
OHOBJIEHHS A03BONATL aHTUBIPYCHOMY NpPOrpaMHoMy 3abe3neyeHHi0 po3ni3HaBaTu
eheKTMBHO BopoTUCH 3i CBIXXKUMK 3arpo3amu.

4. OuynweHHs Ta 610KyBaHHA: AKLL0 aHTUBIPYCHe nporpamMHe 3abe3neyveHHs BUABUTD LUKiAANBY
nporpamy, BOHO MO)Ke CnpobyBaTh OYUCTUTW i BUIYYUTK Ti 3 BaLOro Komn'totepa. B iHWMX
BUMNaZKax BOHO Moxe 6/10KyBaTU AOCTYN A0 WKiAAMBKX hannis abo nporpam, 3anobiraioynm ix
BMKOHAHHIO.

5. 3axmucT B peasibHOMY Yaci: baraTto Ccy4aCHUX aHTUBIPYCHMUX NPOrpam NMpomnoHyTb 3aXUCT B
peasibHOMY 4aci, L0 03Ha4Ya€ NOCTIMHUA MOHITOPUHI aKTUBHOCTI Ha BalLOMy KOMN'toTepi Ta
HeramHy peakuito Ha 6yab-5iKi 3arpo3u, siKi BOHU BUABNAIOTb.

3arasnom, aHTUBipycHe nporpamHe 3abesnevyeHHs rpae BaxxamBy posb Yy 3abesneveHHi besneku
BALLIOro KoMM'toTepa Ta 0CobucTol iHhopMaLii, JonoMaraymn 3aXMCTUTK Bac Bif, WKIAAMBMX Nporpam
Ta iHWKX Kibep3arpos.

Be3KOLWITOBHI Ta NJIaTHi aHTUBIPYCHI Nporpamm

ICHY€E pekinbKa KAY0BMNX BiAMIHHOCTEN MiXK MAaTHUMMK Ta 6E3KOWTOBHUMU aHTUBIPYCHUMN
nporpaMamu:

e OYHKUiIOHANbHICTb | 3aXMUCT: 3a3BMYail NAATHIi aHTUBIPYCHI MporpamMmn MatoTb BinblniA CNEKTP
PYHKLUIN | MOXINBOCTEN, TaKUX SK PO3LIMPEHI ONUIT CKaHYBaHHA, 3aXUCT B peasibHOMY Yaci,
6iNbl WBMAKA peakLis Ha HOBI 3arpo3n Ta A40AATKOBI iIHCTPYMEHTMW ANS 3aXUCTY NPUBATHOCTI
Ta ONTUMI3aLii cucteMun. be3KOLWTOBHI BepCii 3a3BMYait MaloTb 06Me)KeHy (PYHKLIOHANbHICTb i
MO>XJINBOCTI.

* PiBeHb MigTpuMKKM Ta 06cnyrosyBaHHA: KopucTyBayi N1aTHUX aHTUBIPYCHMX Mporpam 3a3suyan
OTPUMYIOTb AOCTYN A0 NMPIOPUTETHOI NIATPUMKN KNIEHTIB, BKJIOYa04M TeneoHHY NigTPUMKY,
OHNaMH-4aT Ta iHWIi KaHanu 3B'A3KY. Y 6€3KOLWTOBHMX BEPCIAX NiIATPUMKA Moxe ByTun
obmexeHot abo B3arani BiACYTHbLOH.
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e OHoBNeHHS Ta 6a3un gaHux: MNnaTHI aHTUBIPYCHI NporpamMm YacTilwe OTPUMYIOTb OHOBNEHHS Ta
OHOBJIIOIOTb CBOI Ba3n faHuX BipyCiB YacTiwe, WO A03BONAE iM ByTun BiNibll eheKTUBHUMU Y
BMABNEHHI Ta 60poTbbi 3 HOBUMM 3arpo3amu. Y 6€3KOWTOBHMX BEPCiAX OHOBJIEHHSA MOXYThb
O6yTU MEHLL YaCTUMW.

e [logaTKOBI (hyHKLUIT i iIHCTpYMeHTW: MNnaTHI BepcCil aHTMBIPYCHUX NPOrpaM MOXYTb BKJIKOHATU
[O0OATKOBI IHCTPYMEHTU Ta (yHKUIi, Taki SK haePBON, 3aXUCT Bif LUMNUTYHCbKOro
nporpamHoro 3abesneyeHHs, 3axXuUCT Bif WaxpaiB Ta ineHTudikauis seb-canTis. be3KOWTOBHI
BepcCii 3a3BM4an MalOTb MeHLle (PYHKLIOHAIbHOCTI.

e [ToniTnKa KOHQIAEHUINHOCTI | BUKOPUCTaHHA AaHuX: [aTHI aHTUBIPYCHI NporpaMmn MoXyTb
MaTK BiNbLL NPO30pi Ta CTPOri NONITUKM LWOAO0 KOH(IAEHLIMHOCTI Ta BUKOPUCTAHHA 0COBUCTNX
[aHNX KOpMCTYBayiB, MOPIBHAHO 3 6€3KOLWTOBHUMW albTEPHATUBAMN.

OTXXe, Xxo4a 6e3KOLTOBHI aHTMBIPYCHI Nporpamn MoxyTb ByTn fobpmm BapiaHTom ans 6a3oBoro
3aXUCTY, NAaTHI BepcCii 3a3BMYan HagatoTb BinbLl NOBHUA Ta ePEKTUBHUI 3aXMCT, @ TakKoX BinbLu
LUMPOKUIA CNEKTP AOAATKOBUX (PYHKLIA Ta MOCAYr.

Halkpallie aHTMBiIpYCHe nporpamMmHe

av-test.org - Le He3anexHun TecToBMi NabopaTopHUiA
LEHTP, KU Cnewiani3yeTbCa Ha OLiHLI aHTUBIPYCHOIO
‘ nporpamHoro 3abesneyeHHs Ta 6e3nekoBuUx pilleHb ans

KoMMN'toTepiB Ta MOBISILHUX NPUCTPOIB. IXHi TecTu
The Independent IT-Security Institute oxonniowoTs LUMPOKMI CNEKTP aHTMBIPYCHUX Nporpam,
Magdeburg Germany gy nioyatoum ik 6e3KOLUTOBHI, Tak | MAaTHi BapiaHTW, Ta
OLHIOIOTb iX e(PEKTUBHICTb Y BUSABJIEHHI 3arpo3, WBNAKICTb pearyBaHHA Ha HOBI 3arpo3un, a Takox
BMJIVB Ha NPOAYKTUBHICTb CUCTEMMW.

TecToBi pe3ysibTaTu av-test.org € gxepesioMm BaxXMBOI iIHhOpMaLil ANd KOPUCTYBaYiB, AKi LWYKalTb
HahiiHe aHTUBIPyCHe nporpamHe 3abe3neyeHHs. Lli oaHi gonomaralTb CMoXKMBaYaM npumnMaTu
0brpyHTOBaHI pilleHHs Wwoao snbopy nporpamMHoro 3abesneyeHHs Onsa 3aXUCTY IXHIX NPUCTPOIB Ta
LaHUX.

HaMkpalwie aHTUMBipyCHe nporpaMHe 3abe3nevyeHHs ans
AOMaLUHIX KOPUCTYBaYiB

Windows 10: rpyaeHb 2023 p.

Avast
Avast Free Antivirus 23.9 & 23.11 avast.ua

Axepena

e D AHTMBIpPYCHa Nporpama
e What is Antivirus Software?
e Lllo Take WwKigamee nporpaMHe 3abesneyeHHs?
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