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KpunTtorpadgiuyHi MeToamn 3axucTty iHopmauii

Kpuntorpadis (Bia rpeubkoro Kpuntdg — NpMxoBaHui i graphein — nucati) — Hayka Npo MeToau
6e3ne4yHoro CnisikyBaHHS B MPUCYTHOCTI TPETiX 0Ci6. BOHa TaKoXX BUKOPUCTOBYETHLCA AN
BCTaHOBJ/IEHHS BE3NeYHOro 3'egHaHHA MiXX ABOMa cucTemMaMu. Kpuntorpadis BUKOPUCTOBYE
MaTeMaTUKy (NepLl 3a BCe apuMeTUKy Ta Teopito Yucen) ond 3abesnevyeHHs KOHMIgeHUINHOCTI,
LiTICHOCTI Ta aBTEHTMYHOCTI MOBIAOMJIEHb 3@ NEBHUX YMOB. KpunTorpadisa Bka4YaE B cebe
KOH(iAEHUINHICTb, rapaHTy4M, WO iHGhOopMaLLito HEMOXXANBO NpoYmTaT abo nigpobuTn nig Yac
nepepaui.

TpyBanui Yac nig KkpunTorpadieo po3yminoch Auwe WugpysaHHA — NpoLec NepeTBOPEHHS
3BMYanHOI iIHhopMaLii (BiAKPUTOr0 TEKCTY) B HE3PO3YMine «CMiTTA» (TOOTO, LWNGPOTEKCT).
JewndpysaHHa — 3BOPOTHUI NpoLecC BiATBOPEHHS iH(hopMaLlii i3 wudpoTekcTy. Wndpom
Ha3MBAETLCA Mapa ajaropuTMiB WU pPYBaHHA/PO3WNGDPYBaHHSA. [isf LUNGPY KEPYETLCS AK
aJiropyuTMamu, Ta, B KOXKHOMY BUNALKY, KtoYeM. Koy — cekpeTHUA napaMeTp (B igeani, BisoMun
JiMwie ABOM CTOPOHaM) AJ11 OKPEMOr0 KOHTEKCTY nif Yac nepefadi nosigomneHHs. Kno4di MaoTb
BEJINKY Ba>KJINBICTb, OCKiJIbKN 6€3 3MiHHMX KJII04iB aIrOPUTMU WNGPYBAHHA NIEFKO 3/1aMYI0ThCA |
HenpuaaTHi A8 BUKOPUCTAHHSA B BiNbLLOCTI BUNaAKiB. ICTOPUYHO CKNanocCh Tak, WO Wndpn H4acTo
BUKOPUCTOBYIOTHCA N5 WN(PYBAHHA Ta AelindpyBaHHs, 6€3 BUKOHaHHS LO4aTKOBUX npouenyp,
Takux K ayTeHTu@ikauis abo nepesipka LiJliCHOCTI.

Anroputmu WwncdpyBaHHS

Anroputm Kpuntorpadii — Le MeToh WndpyBaHHA Ta AeWwndpyBaHHS, SKUA BUKOPUCTOBYE
MaTeMaTu4Hy (hopMyly N8 NepeTBOPEHHS 3BMYaNHOMO TEKCTY B 3alUMGpPOBAHMNIN TEKCT | HaBMNaKuU.
Anroputm KpuntorpacdiyHoro wudpysaHHA — Le TUN WUdpy, SKUA BUKOPUCTOBYETLCS 4SS
3abe3ne4yeHHsa KOH(ILEHUINHOCTI Ta LiNiCHOCTI AaHUX Y KOMM'IOTEPHIN CMcTeMi. BiH BUKOPUCTOBYE
K04 LW PpYBaHHA ANA NepeTBOPEHHS BIAKPUTOro TEKCTY B 3aIMMPOBAHUIN TEKCT, SKUA NOTIM
HaZlCUTAETLCA Yepe3 Mepexy, Hanpuknag IHTepHeT, 40 MiCLs NPU3HaYeHHs, e Of4epxKyBad
pPO3LWNDPYE NOro.

AnropnTMun KpunTorpagivyHoro WugpysaHHA 3a3BUYalt BUKOPUCTOBYOTLCSA B KOMEPLNHIN
€NEeKTPOHHIN TOpriBAi, oHNanH-6aHKIHIY Ta iHWKX NporpaMax, Ae KOHMiAeHUiINHICTb € BaXknnBoto. Ll
anroputMmun WwudgpysaHHa BkaoYaoTe Data Encryption Standard (DES), Triple DES, Blowfish i
CAST-256.

IcHye 6baraTo TuniB KpUNTOrpadivyHNX anropnTMiB. BoHM BiAPI3HAOTLCA 3@ CKNAAHICTIO Ta
3aXULLEHICTIO 3aN1€XXHO Bif TUMNY 3B'A3KY Ta KOH(IAEHUINHOCTI iH(hopMaLlii, AKOI0 0OMIHIOITLCS.

Mpu UbOMY MOXHa BULINNTN ABa OCHOBHI TUNW anropuTMiB WG PYBAHHS, SKi BUKOPUCTOBYIOTHCS
N9 3aXUCTY iH(opMaLii: 6/10KoBUM WKEP | NOTOKOBUM NP

BnokoBun wincp wndpye gaHi no 6aokax ¢ikcoBaHOro po3mipy, 3a3suyan 64 abo 128 6it. KoxeH
610K WNDPYETHCA HE3aNNEXHO Bif iHWNX B/10KIB, BUKOPUCTOBYOUN KtOY LW pPYBaHHA. BNokoBi
LINPY HaCTO BUKOPUCTOBYIOTLCS AN WNPPYBaHHA BEANKMX 0BCAriB AaHNX, Taknx SK annm abo
LNCKMN,

MoTokoBuMn Wngp Wngpye aaHi no ogHomy 6iTy abo 6anTy 3a pas. [OTOKOBI WK PK FreHEPYIOTb
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NceBAOBUNAAKOBUI MOTIK KJHOYIB, KU BUKOPUCTOBYETHCA ONS WN(PYBAHHA faHUX. [OTOKOBI
LWNGPKU H4aCcTO BUKOPUCTOBYIOTHCA AN WNGPYBAHHA MOTOKIB AaHMX, TaKMX K ronocosuin abo Bigeo
3B'A30K.

LLUngpyBaHHA

ﬂﬂll! LLIndpyBaHHS @ OAHNX B

—— BEJIMKUX OaHUX X2z’ peasibHOMY
: : Yaci
dikcoBaHiI ,
=== : : [MoTOK JaHux
po3mipu 6510KiB u :
no 6iTax
OaHUX
BNoYHUI Wndp [MoToKOBUN LWLNGP

MopiBHAHHA ON104YHMX | nOTOKOBUX WKpIB

ik npauloloTb pi3Hi KpuntorpadiyHi anropuTtmn?

KpunTorpadidHi anroputMm MaoTb 6a30BMIN anropuTM, SKUR BUPOONSE KITKOY, | KOXKEH 3 HUX
BUKOPUCTOBYE Liel KoY ANs WngpysaHHs Ta felwndpyBaHHs iHpopmalii. Ane € baraTto cnocobis
3pobuTn Le.

OpfHuMm i3 cnocobis € BUKOpUCTaHHS BnokoBoro wudpy, skuin 6epe kinbka 6anTiB i N1epPeTBOPIOE iX Yy
6iNbLL PO3LIMpPEHY NOCAIA0BHICTbL BanTiB. Llen npouec Ha3nBa€eTbCA WNDPYBAHHAM.

[HWwmn cnocib nonarae B Tomy, Wwo6 B3aTK 6710K0BMI WNDP, NEPETBOPUTH NOMO Ha LLOCh MEHLLE, a
NoTiM NepeTBOPUTM NOro Ha3aj y NoYaTKoBMI po3mip 610Ky, Llen npouec Ha3nBaETbCA
fewndpysaHHaM (abo aoewmdpyBaHHAM).

Lli anropnTMu MoXyTb ByT CUMETPU4HHMMM 260 AaCUMETPUHHUMMU, 3aJ1EXKHO Bif
BUKOPUCTOBYBAHOI O afirOpUTMY.

CUMeTpPUYHI aNropuTMM BNUKOPUCTOBYIOTb OOUH | TOM CaMUI KNOY AN9 WNDPYBaHHS Ta
AewnppyBaHHSA SaHUX, TOL4I K aCUMETPUUHI a/IrfOPUTMUN BUKOPUCTOBYIOTh iBa OKPEMUX KIHOYi:
OAVH ONS WNMPYBaHHA Ta iHWWA AN4 iHTeprnpeTauil AaHWX.

ANropuMTMN TaKOoXX BUKOPUCTOBYIOTb KO aBTeHTUiKauil nosigomneHHs (MAC), wob 3abesneuntn
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LLiJTICHICTb MOBiAOMJIEHHS.

KpunTtorpadisa ceKpeTHOro KJioua

CuMmeTpuyHe Wn@pyBaHHA

CrvmMeTpuyHe WndpyBaHHA, TaKOX BifOMe AK LUN(PYBAHHS 3 CEKPETHUM K04 eM, NoJiarac y
BUKOPUCTaHHI OAHOI0 KpUMTOrpadiyHOro KiYa aK 419 WudpyBaHHA, Tak i 4ns aelmngpyBaHHA
LaHnX. Ha ManioHKy H/XX4Ye NoKa3aHo, K BiAKPUTUI TEKCT MOXKHa NepeTBOPUTI Ha 3allnppPOoBaHMI
3a A0MOMOrol0 WNMPY Ta CEKPETHOrO Kitoya. ToM caMUn KoY BUKOPUCTOBYETHLCS, KOAM WP
NpaLoe B pexuMi gelnpyBaHHs 415 OTPMMaHHA BiAKPUTOro TeKCTY i3 3awmndgposaHoro. Wudp —
ue Habip ABOX anropuTMiB: anropuTMy WndpysaHHa (Encryption) E(K,m) - ¢, kKM npunMae Ky
WwngpyBaHHA K Ta NoBigoOMAeHHA m, ske NoTpibHO 3alwmndpyBaTh, SK NapaMeTpu i NOBEPTaE
3alMpPOBaHMI TEKCT C, @ TaKOX anropuTMmy gewmgpysaHHa (Decryption) D(K,c) - m, wo
BM3HA4Ya€ETbCA K OrepaLiis, 3B0OPOTHa WNMPYBAHHIO Ta PO3LLM(POBYE NOBIAOMIIEHHA Ha3a A0
NOYaTKOBOIrO BiAKPUTOr0O TEKCTY.

WndpysaHHs AewndpyBaHHs
ANropnTM WndpysaHHa ANropnTM gewundpysaHHs
- - - - -» =D
[ — s ]
BianpasHuK BigkpuTi TEKCTOBI AaHi 3awnpoBaHi aHi BiAKpuTi TeKCTOBI AaHi Orpumysau

Kaou wuppysaHHa/gewndpysaHHa

CumeTpuyHe WnNpyBaHHA

FeHepaLUis CUMETPUYHUX KIIOUiB

CUMeTPUYHI KNoYi LM pYBaHHA BUKOPUCTOBYIOTLCS ABOMa CTOPOHaMu ans 6e3nevyHoro
WngpyBaHHA Ta AewndpyBaHHS daHuX. FeHepauis Ta 06MiH 3reHepoBaHMMM K0OYaMUN NOBUHHI
3[iNcHIoBaTMCA besneyHnm criocobom.

CumeTpuyHi KNtodi 3abe3nevyoTb Takui e piBeHb 6e3nekn, SK i iXHS KinbKicTb 6iTiB, TO6TO 128-
BiTHUI KntoY 3abe3nedye 128-6iTHMI 3axUCT (BIGHOCHO aTakm rpyboi cunn) i moxe byTun
3reHepoBaHWi 3a AOMOMOro KpUnTorpaivyHoro reHepatopa NCeBaoBUNafKOBMX Yucesn. Taka
bibnioTeka, sk OpenSSL, Hagae Habip IHCTpYMeHTIB O15 reHepaLii BUNaAKkoBOro CUMETPUYHOro
KJI04a.
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MeTopn «rpyboi cunm» (Big aHrn. brute force; abo nosHui nepebip) — meToA pilLeHHN
KpunTorpadivyHoi 3aaavi wnsaxom nepebopy BCiX MOXAMBUX BapiaHTIB Kntova. CKnagHIicTb
NnoBHOro nepebopy 3anexuTb Bif, KiIbKOCTi BCiX MOXIMBUX pilleHb 3afadi. AKLLO0 NpocTip
pilleHb Ay>XKe BeNUKWI, TO NOBHUN nepebip MoXXe He faTu pe3ybTaTiB NPOTArOM OeKillbKOX
pokiB abo HaBiTb CTONITb.

PoswupeHun ctaHpapt wucdpysaHHsa (AES)

PoswunpeHnn ctaHgapT wudgpysaHHa (Advanced Encryption Standard) (AES) - anroputm
LWNPYBAHHSA, LLO XapaKTepuU3y€eTbCAa ABOMA efleMeHTaMu, a came po3Mipom 610Ky Ta po3Mipom
KntoYa. MoBifLOMNEHHA BIAKPUTOro TEKCTY AiNNTLCA Ha 610ku b BiTiB, ne b — po3mip 6s0Ky.
3a3Ha4eHi 610kKu noTiM 06pobnATLCA QYHKLIEID WKdPYBaHHA BCi 04HOYACHO, AOAAK0YN
Heob0oB'13KOBE [OMOBHEHHS B KiHLLi, KO PO3MIp BiAKPUTOr0 TEKCTY HE € LiIMM YUCIOM, KPAaTHUM
po3Mipy 6710Ky. binbWwicTb WKdPIB, AKi CbOroaHi BUKOPUCTOBYIOTLCA ANS WNGPYBAHHA AaHUX, €
610KoBUMY WM PaMU 3aBAAKMN CBOIV MPAKTUYHOCTI Ta €(DEKTUBHOCTI.

Po3wwnpeHnit ctaHaapT wudpysaHHs (AES) € HannoWMpeHiW MM WNGPOM Y CBITi. BiH 6yB NpUNHATMI
K CTaHOapT WngpyBaHHA HauioHanbHUM iHCTUTYTOM CTaHgapTiB i TexHonorin CLUA (NIST) y 2001
poui Ans WnpyBaHHSA eNeKTPOHHUX AaHUX. BiH 3aMiHIOE 3acTapinnin cTaH4apT WW@pyBaHHA SAHUX
(DES), sk 6yB npenctasnennin y 1977 poui. AES Bu3Hava€ Habip afropmTMiB i3 CUMETPUYHUM
KJIIOYEM i iCHYE B pPi3HMX BapiaHTax, a came 128, 192 Ta 256-6iTHMX po3mipiB kato4a. Anroputm
WwndgpyBaHHA AES 3aCTOCOBYE KinlbKa payHAiB 3aMiH i NepecTaHOBOK A0 NO4YaTKOBOroO BiAKPUTOro
TEKCTY Ta BUBOOMTb 3allMPPOBAHNIN TEKCT TaKOI X OOBXUHWU, LLO N BIGKPUTUIN TEKCT.

MAC-nignuc

MAC (aHrn. message authentication code — kop ayTeHTUiKaLil NOBIAOMAEHHS) — creuianbHUA
Habip CMMBONIB, O AO0AAETLCS A0 BiAMOBIAHOO NMOBIAOMJIEHHS, IOTIYHO NOEQHAHWIA 3 LM
NOBiAOMJIEHHSIM Ta NPU3HaYeHNn ana 3abe3nevyeHHs LiNniCHOCTI NOBIAOMIEHHSA Ta ayTeHTMikauii
oxepena faHux.

WndppysaHHS, Byayyn 0CHOBHMM 3aCTOCYBaHHAM KpunTorpadgii, He 3abe3nedye BCiX rapaHTin
6e3nekun, HeobXigHMX ANS 3aXMCTY AaHUX. [iNCHO, faHi KOPUCTYyBava BCe e MOXYTb byTu
nigpobneri B ix 3aWwmngpoBaHoMy cTaHi, 36epexeHi B 6a3i faHUX, HANPUKNag, AKLWO He BXUTK
HaleXXHNX 3aX0fiB 419 NepPeBipKU LiNiICHOCTI 3a3HavYeHnx faHux. Koam aBTeHTugikauii NoBigoMIeHb
(MAC) cTBOpIOIOTb Teru, AKi 3aCTOCOBYOTLCA [0 NOBIAOMIEHHS, W06 rapaHTyBaTu NOro
aBTEHTMYHICTb i UinicHicTb. MAC — e dyHKuia 3 knoyem T = MAC(K,m), gka gae 3mory byab-skii
CTOPOHI, fiKa 3Ha€ Koy MAC, nepeBipuUTY LiNICHICTb NOBIAOMAEHHS, 064YMCAOYN Ter Y
NOBILLOMJIEHHI Ta NepeBipaYN, Y/ BiH BiANOBIAAE OTPUMAHOMY Tery. Y 3aXULeHnX KOMyHiKauiax i
3bepiraHHi faHMX NPakKTUKYETbCA KOMBiHYBaHHS wndpy Ta MAC, wob 3abe3neynTm
KOHMIAEHUINHICTb, LiNiCHICTb | aBTEHTUYHICTb AaHMX.
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KpunTtorpadisa 3 BiaKpUTUM KJIlO4YEM

AcumeTpuyHe WinpyBaHHA

B acumeTpuyHOMY WNGPYBaHHI € ABa KJIKOYi, OANH ONS WNQPYBAHHSA, @ IHWWA ONs gelndpyBaHHS.
AcumeTpuyHe WndpyBaHHA 3abe3neynno HabaraTo Ginbly rHy4YKiCTb 6e3ne4YHOro 3B'3Ky, OCKISIbKY
K04 LW pyBaHHA He 36epiraeTbCsa B cekpeTi. Hanpuknag, SKLWo BignpaBHUK, AHS, X04e HagicnaTu
noBifloMneHHs Makcumy, To AHS OTPUMYE BIOKPUTUIA KNOY LWNPYBaHHA Makcuma, AK1MIN CTaEe
AOCTYMHUM ON4 BCiX, XTO X04e 3andpyBaTi NOBIJOMAEHHS Ta HadicnaTu noro Makcumy. MNoTim
BOHa WX PYE NOBIAOMAEHHA Ko4eM MakCcuma nepep TUM, K HagicnaTn Nomy 3alingpoBaHuii
TeKCT. Jlnwe Makcum Moxke po3WwngpyBaT 3aiMpoBaHMi TEKCT 3@ LOMOMOIro CBOro NPMBaTHOIO
KN0Ya PO3LWMQPOBKY, AKUN 3aINLLIAETHCA CEKPETHUM. B CMeTpUYHOMY LUINGPYBaHHIO nepes
NnoYaTKOM npouecy WNgpPyBaHHS Y HaC BUHMKAE npobnema BCTaHOBIEHHA 6e3ne4YHoro KaHany ons
0bMiHY CeKpeTHUM K4YeM WindpyBaHHs/aewmndpysBaHHs. Lle 06Me)XeHHS 3HATO B aCMMEeTPUYHOMY
LUNGPYBaAHHI.

LndpyBaHHs AewndpyBaHHs
AnropuTm wudpyeaHHs Anroputm gewndpysaHHs
=D - - - -5 =D
— —
BianpagHuk e e e 3awnpposai Aati i OTpumMyBay

V V

Kntou wndpyeaHHa Katou gewndpysaHHa

AcumeTpuyHe wWngpyBaHHsA
OCHOBHI NpUHLMNK

e LlinpyBaHHA OaHUX:
o BignpaBHUK WNMPYE NOBIAOMAEHHS 3a AOMOMOIOl0 BiAKPUTOro Ko4a odepxyBaya.
o TiNIbKM BNACHUK 3aKPUTOro KJI04a MOXKe po3LWwndpyBaTy Le nosigoMAEHHS.
e [lignncaHHA faHuXx:
o BignpaBHUK BUKOPUCTOBYE CBiN 3aKPUTUIN KJIKOY OA5 NiIANUCAHHSA NOBILOMJIEHHS.
o Ogep>xyBay nepesips€e NiANNC 3a SONOMOrol0 BIAKPUTOro KJIK4a BiAnpaBHMKA.

Liucpposun nignuc

EnekTpoHHMI undposuin nignuc (ELM) (aHrn. digital signature) — Bua enekTpoHHOro Nignucy,
OTPMMAHOro 3a pe3y/ibTaTOM KpunTorpagiyHoro nepeTBopeHHs Habopy eNeKTPOHHNX AaHUX, AKWI
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AOOAETLCA A0 Lboro Habopy abo NIOrivYHO 3 HUM NOEQHYETLCA | Aa€ 3MOry NiATBEPAUTU AOro
LiJIICHICTb Ta iAeHTUgiKyBaTK Nignmcysaya. EneKTpoHHUN undpoBuiA Nignuc HakNafaeTbCca 3a
L0MOMOrot 0cobnCTOro KYa Ta NepeBipaETLCA 32 AOMOMOrO BiAKPUTOrO Koya.

Undposui nignuc € eksisaneHToM Bigkputoro kaoda MAC. Lie no3sonse byab-akii CTOPOHI
JonaBaTu Nignuc Ao NoBigoOMJIEHHS 3a A0MOMOrOK NPMBATHOMO KtoYa. ModibHo A0 TpaauuinHux
nianucis Ha nanepi, 6yab-9Ka CTOPOHA MOXKE MEPEBIPUTM aBTEHTMYHICTb BiANpPaBHMKA 3a AOMNOMOro
ny6niYHOro anropuTMy Nepesipkn Ta BiAKpUTOro Kaya. CxeMa LUUGPOBOro Nianmcy CKNagaeTbeCs 3
anroputmy nignucy S(SK,m) - s, aSKUA CTBOPIOE MIANUC S i3 3aKPUTOro Kitoda SK y NoBiAOMIEHHI
m, i anroputmy nepesipkn V(PK,s)-{0,1 }, akuin noBepTa€ noriyHe 3Ha4eHHs O (abo false), akwo
npoLec nepesipkn He BAa€eThCs, abo 1 (abo true), SKWo nepesipka BAAETLCS.

Xew-pyHKuii

Xew-yHKUif, abo rew-pyHKUis — QYHKLUiSA, WO NepeTBOPIOE BXiAHI AaHi Byab-9KOro (aK npasuio
BEJIMKOr0) po3Mipy B AaHi (hikcoBaHOro po3mipy.

XelwyBaHHS (rewyBaHHS, aHrn. hashing) — nepeTBopeHHSA BXiAHOMO MacuBy AaHUX OOBISIbHOI
[OBXWHW Y BUXiOHWI BiTOBMI pAaoK (hiKCOBaHOI AOBXMHW. Taki NepeTBOPEHHSA TaK0)XX Ha3MBalOTbCS
xew-yHKUiaMKn, abo PyHKLIAMM 3ropTaHHA, @ IXHi pe3y/ibTaTu Ha3MBalOTb XeLleM, XeLll-KoLoM, Xell-
cymoto, abo JanxecToM rnosigomMaeHHs (aHri. message digest).

Xew-(yHKLiA € HaA3BUYaNHO KOPUCHUM IHCTPYMEHTOM Y Habopi iIHCTpyMeHTIB KpunTorpada. BoHu
BUKOPUCTOBYIOTHCA B N0OYA0BI 6araTbox KpunTorpagivHMX npoTokKonis, BkaoYao4n MAC, undgposi
nignncy, WngpyBaHHS 3 BIGKPUTUM KOYEM, MPOTOKON Y3roAXXeHHS KtoYiB i 6arato iHwmx. Taki
anroput™mun, sk MD5, SHA-1, SHA-256, SHA-3 i BLAKE?2, € HanBigoMilMMK XeLw-QYyHKLiSsMU.
KoXXHoro pasy, Konu Bu nigkaoyaeTecs Ao Beb-canty yepes HTTPS, HafcMnaeTe eNeKTPOHHUI JINCT,
OTPUMYETE JOCTYN A0 (halny B CUCTEMi XMapHOro cxosuia abo BukopuctoByeTe SSH ans
NiAKNIOYEHHS [0 BifaneHoro cepsepa BUKOPUCTOBYETHCA KpUNTOrpadivHa xeww-(yHKLis.

ABTeHTU(ikoBaHe WnNdpyBaHHSA

ABTeHTudikoBaHe wndpysaHHs (Authenticated Encryption) (AE) noegHye cuMeTpuyHe

LW pPYBaHHA 3 NePEBIPKOIO LiJTICHOCTI Ta aBTEHTUYHOCTI LWIAXOM fO04aBaHHA Tery 4o
3alMdpoBaHOro TeKCTy. [incHO, nuuwe wndpyBaHHSA He 3abe3nedye unx Bumor 6e3neku, i BinbLicTb
6e3neyHnx peaniszauin Kpuntorpadgii Tenep NOBUHHI BUKOPUCTOBYBATM L0 Nnapaaurmy. LWndp
AE(K,m) - (c,t) nosepTae 3alIndppoBaHNA TEKCT | KOPOTKMIN PALOK K Ter. Ter 3abesnevye
LiSIICHICTb | rapaHTYE, WO 3aWMpPOBaHNIN TEKCT iAEHTUYHUN TOMY, KU HaLiCNaB 3aKOHHUI
BiANpaBHUK. Lle Takox 3abe3neyye aBTEHTUYHICTb 3alIMMPOBAHOIr0 TEKCTY, OCKINbKM nuLle
BiANPaBHUK, KU BOIOAIE CEKPETHUM KJIIOYEM, MOXXE CTBOPUTU L0 Napy 3allM(poOBaHNN TEKCT -
Ter. Bumora 6e3snekn nepenbayae, L0 XOAEH 3I0BMUCHMK He 3MOXXe BrafjaTu Ter 6e3 knwova.
Mpouec aellmndpyBaHHA NOBEPTAE NOBILOMIEHHS BiAKPUTOrO TEKCTY i3 3alUM(POBAHOro TEKCTY TOAI
i TiNbKM TOAI, KoK Ter t € JincH1M Terom. Bumorn go 6esnekn gna npouecy WndpyBaHHS
3a/IULAKTLCA TaKUMK X, AK | ANna 6yab-9KOro HaginHoro wudpy.

Cxema AE 6yyeTbCs LUASXOM NOEAHAHHA CUMETPUYHOro Wwugpy 3 MAC. HanbesneyHilwumMm nigxonom
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[0 Ui€l KoMbiHauil € nigxia «3awnppyBaTn-noTiMm—MAC», y SKOMY 3alungPoBaHNA TEKCT CNOYaTKY
004YNCNIOETHCA 3 BIAKPUTOr0 TEKCTY, @ NOTIM ANA 3aWnPOBaHOro TeKCTY ob4ncnoeTees Ter. Y
npoueci aewndpyBaHHs oaep)KyBay cnovyaTky obuncnioe MAC gns 3aiMpoBaHOro TEKCTY, LWwob
nepekoHaTUCA, Wo Ter ifeHTUYHUIA OTPUMAHOMY, a NOTIM BiH PO3LINGPOBYE 3alINPPOBAHNA TEKCT
nicns nepesipKn aBTEHTUYHOCTI.
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e BxigHi gaHi:
o BuxigHui TekcT (Plaintext).
o [lopaTkoBi aaHi (Optional Associated Data, AAD), siki He WNGPYOTLCA, afie NOBUHHI ByTK
aBTEHTU(IKOBaHI.
e LLintpysaHHA
o JaHi WngpyoTbCA 3a 4ONOMOroK KJIKo4a i BiANOBIAHOIO anropuTMmy.
o Ter aBTeHTUiKaLil: TeHepyeTbCA pa3om i3 wudposaHum TekctoM (Ciphertext). Llen Ter
BMKOPUCTOBYETLCA A8 NEPEBIiPKN LiNiICHOCTI AaHUX.
e Po3wmncpyBaHHA
o BUKOHYETbLCA NNLLIE 3@ YMOBU YCNILIHOI NMepeBipKM Tery aBTeHTudikauil.
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