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KpunTtorpadgiuyHi MeToamn 3axucTty iHopmauii

Kpuntorpadis (Bia rpeubkoro Kpuntdg — NpMxoBaHui i graphein — nucati) — Hayka Npo MeToau
6e3ne4yHoro CnisikyBaHHS B MPUCYTHOCTI TPETiX 0Ci6. BOHa TaKoXX BUKOPUCTOBYETHLCA AN
BCTaHOBJ/IEHHS BE3NeYHOro 3'egHaHHA MiXX ABOMa cucTemMaMu. Kpuntorpadis BUKOPUCTOBYE
MaTeMaTUKy (NepLl 3a BCe apuMeTUKy Ta Teopito Yucen) ond 3abesnevyeHHs KOHMIgeHUINHOCTI,
LiTICHOCTI Ta aBTEHTMYHOCTI MOBIAOMJIEHb 3@ NEBHUX YMOB. KpunTorpadisa Bka4YaE B cebe
KOH(iAEHUINHICTb, rapaHTy4M, WO iHGhOopMaLLito HEMOXXANBO NpoYmTaT abo nigpobuTn nig Yac
nepepaui.

TpyBanui Yac nig KkpunTorpadieo po3yminoch Auwe WugpysaHHA — NpoLec NepeTBOPEHHS
3BMYanHOI iIHhopMaLii (BiAKPUTOr0 TEKCTY) B HE3PO3YMine «CMiTTA» (TOOTO, LWNGPOTEKCT).
JewndpysaHHa — 3BOPOTHUI NpoLecC BiATBOPEHHS iH(hopMaLlii i3 wudpoTekcTy. Wndpom
Ha3MBAETLCA Mapa ajaropuTMiB WU pPYBaHHA/PO3WNGDPYBaHHSA. [isf LUNGPY KEPYETLCS AK
aJiropyuTMamu, Ta, B KOXKHOMY BUNALKY, KtoYeM. Koy — cekpeTHUA napaMeTp (B igeani, BisoMun
JiMwie ABOM CTOPOHaM) AJ11 OKPEMOr0 KOHTEKCTY nif Yac nepefadi nosigomneHHs. Kno4di MaoTb
BEJINKY Ba>KJINBICTb, OCKiJIbKN 6€3 3MiHHMX KJII04iB aIrOPUTMU WNGPYBAHHA NIEFKO 3/1aMYI0ThCA |
HenpuaaTHi A8 BUKOPUCTAHHSA B BiNbLLOCTI BUNaAKiB. ICTOPUYHO CKNanocCh Tak, WO Wndpn H4acTo
BUKOPUCTOBYIOTHCA N5 WN(PYBAHHA Ta AelindpyBaHHs, 6€3 BUKOHaHHS LO4aTKOBUX npouenyp,
Takux K ayTeHTu@ikauis abo nepesipka LiJliCHOCTI.

Anroputmu WwncdpyBaHHS

Anroputm Kpuntorpadii — Le MeToh WndpyBaHHA Ta AeWwndpyBaHHS, SKUA BUKOPUCTOBYE
MaTeMaTu4Hy (hopMyly N8 NepeTBOPEHHS 3BMYaNHOMO TEKCTY B 3alUMGpPOBAHMNIN TEKCT | HaBMNaKuU.
Anroputm KpuntorpacdiyHoro wudpysaHHA — Le TUN WUdpy, SKUA BUKOPUCTOBYETLCS 4SS
3abe3ne4yeHHsa KOH(ILEHUINHOCTI Ta LiNiCHOCTI AaHUX Y KOMM'IOTEPHIN CMcTeMi. BiH BUKOPUCTOBYE
K04 LW PpYBaHHA ANA NepeTBOPEHHS BIAKPUTOro TEKCTY B 3aIMMPOBAHUIN TEKCT, SKUA NOTIM
HaZlCUTAETLCA Yepe3 Mepexy, Hanpuknag IHTepHeT, 40 MiCLs NPU3HaYeHHs, e Of4epxKyBad
pPO3LWNDPYE NOro.

AnropnTMun KpunTorpagivyHoro WugpysaHHA 3a3BUYalt BUKOPUCTOBYOTLCSA B KOMEPLNHIN
€NEeKTPOHHIN TOpriBAi, oHNanH-6aHKIHIY Ta iHWKX NporpaMax, Ae KOHMiAeHUiINHICTb € BaXknnBoto. Ll
anroputMmun WwudgpysaHHa BkaoYaoTe Data Encryption Standard (DES), Triple DES, Blowfish i
CAST-256.

IcHye 6baraTo TuniB KpUNTOrpadivyHNX anropnTMiB. BoHM BiAPI3HAOTLCA 3@ CKNAAHICTIO Ta
3aXULLEHICTIO 3aN1€XXHO Bif TUMNY 3B'A3KY Ta KOH(IAEHUINHOCTI iH(hopMaLlii, AKOI0 0OMIHIOITLCS.

Mpu UbOMY MOXHa BULINNTN ABa OCHOBHI TUNW anropuTMiB WG PYBAHHS, SKi BUKOPUCTOBYIOTHCS
N9 3aXUCTY iH(opMaLii: 6/10KoBUM WKEP | NOTOKOBUM NP

BnokoBun wincp wndpye gaHi no 6aokax ¢ikcoBaHOro po3mipy, 3a3suyan 64 abo 128 6it. KoxeH
610K WNDPYETHCA HE3aNNEXHO Bif iHWNX B/10KIB, BUKOPUCTOBYOUN KtOY LW pPYBaHHA. BNokoBi
LINPY HaCTO BUKOPUCTOBYIOTLCS AN WNPPYBaHHA BEANKMX 0BCAriB AaHNX, Taknx SK annm abo
LNCKMN,

MoTokoBuMn Wngp Wngpye aaHi no ogHomy 6iTy abo 6anTy 3a pas. [OTOKOBI WK PK FreHEPYIOTb
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NCeBAoBUNAAKOBUI MOTIK KJHOYIB, AKUA BUKOPUCTOBYETHCA ONS WN(MPYBAHHA faHUX. [OTOKOBI
LWNGPU HYaCTO BUKOPUCTOBYIOTHCA AN WNGPYBAHHA MOTOKIB AaHMX, TaKMX K ronocosuin abo Bigeo
3B'A30K.

_~ WndpyBaHHs
ﬂﬂll! LLInchpyBaHHS m OaHWX B
—— BEeJINKNX LaHUX Xz’ peasibHOMY
: : Yaci
DIKCOBaHI ,
=== : , [MOTOK BaHuUX
po3mipun 6s10KiB u :
no biTax
LaHNX
BNoYHMI Wndp [MoToKOBUN LWLNGP

MopiBHAHHA ON104YHMX | noTOKOBUX WKpIB

ik npauloloTb pi3Hi KpuntorpadiyHi anropuTtmMn?

KpunTorpadidHi anroputMm MaoTb 6a30BMIN anropuTM, SKUR BUPOONSE KIKOY, | KOXKEH 3 HUX
BUKOPUCTOBYE Liel KoY ANs WndpyBaHH:A Ta felwndpyBaHHsa iHdopmalii. Ane € baraTto cnocobis
3pobuTn Le.

OpfHuMm i3 cnocobis € BUKOpUCTaHHS bnokoBoro wundpy, skuin 6epe Kinbka 6anTiB i NepeTBOPIOE iX Yy
6iNbL pO3LWIMpPEHY NOCAIAOBHICTbL BanTiB. Lien npouec Ha3nBa€eTbCA WNDPYBAHHAM.

[HWwu cnocib nonsirae B Tomy, o6 B34TK 610K0BMIA WINGP, MEPETBOPUTY MO0 Ha LLOCb MEHLLE, a
NoTiM NepeTBOPUTM NOro Ha3aj y NoYaTKoBMI po3mip 610Ky, Llen npouec Ha3nBaETbCA
newngpysaHHaM (abo pewmndgpyBaHHaM).

Lli anropnTMu MoXyTb ByT CUMETPUYHMMM 260 aCUMETPUHHUMMU, 3aJ1EXKHO Bif
BUKOPUCTOBYBAHOI 0 afirOpUTMY.

CMMeTpPUYHI aNropuTMM BNUKOPUCTOBYIOTb OOUH | TOM CaMUI KNKOY 419 WNMPYBaHHS Ta
AewngpyBaHHA aHUX, TOAI SK aCUMETPUYHI aNrOpMTMM BUKOPUCTOBYIOTb Ba OKPEMUX KJTHOYi:
OOVH ANA WNhPYBaHHA Ta IHWWIA AN4 iHTepnpeTaLlil 4aHWX.

ANropmMTMN TaKOoXX BUKOPUCTOBYIOTb KOA aBTeHTUiKauil nosigomneHHs (MAC), wob 3abesneuntn
LLiJTICHICTb MOBiAOMJIEHHS.
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KpunTtorpadisa cekpeTHoOro Kswoua

CuMmeTpuyHe WwWnUdpyBaHHA

CvmMeTpuyHe WngpyBaHHA, TaKOX BioMe AK LWNGPYBAHHS 3 CEKPETHUM KJIOYeM, NoNiaracy
BUKOPUCTAHHI O4HOI0 KpUATOrpadiyHOro KiYa aK ANa WudpyBaHHA, Tak i 4ns gelwmngpyBaHHA
LaHnX. Ha ManioHKy H/X4Ye NoKas3aHo, K BiAKPUTUI TEKCT MOXXHa NepeTBOPUTI Ha 3allnMppoBaHMI
3a LONOMOro WNGpPY Ta CEKPETHOro KtYa. Ton caMui KoY BUKOPUCTOBYETLCA, KOJU LWNGP
npaLtoe B pexuMi gengpyBaHHs 415 OTPMMaHHA BiAKPUTOro TeKCTY i3 3awundgposaHoro. udp —
ue Habip ABOX anropuTMmiB: anropuTmy wndpysaHHs (Encryption) E(K, m) - ¢, AKuin npuinMae Koy
WwnpyBaHHA K Ta noBigomMaeHHa m, sike noTpibHO 3awmndgpysaTu, SK NapameTpu i noBepTae
3alMPOBaAHUN TEKCT C, @ TakKoXX anroputmy gewwmndpysaHHs (Decryption) D(K,c) - m, wo
BM3HA4Ya€ETbCA K OrepaLlis, 3BOPOTHa WNMPYBAHHIO Ta PO3LLM(POBYE NOBIAOMIEHHA Ha3a A0
NMO4YaTKOBOIr0 BiLKPUTOr0 TEKCTY.

WndpysaHHsa AewndpyBaHHs
Anroputm wudpysaHHa ANroputm sewndpysaHHs
- -) - -5 -5 =D
[ o] [ ]
BianpasHUK BiakpuTi TekcTOBI AaHi 3awnposaHi aHi BiakpwTi TekcTosi AaHi OTpumysay

V

Knou wmppysanHa/gendpysaHHs

CumeTpuyHe LWINpPYyBaHHS

FeHepalis CUMETPUYHUX KAIOYIB

CMEeTpUYHI KNoYi W pyBaHHA BUKOPUCTOBYIOTLCA ABOMa CTOPOHaMu ans 6e3nevyHoro
lWngpyBaHHA Ta AewndpyBaHHS gaHuX. FeHepauis Ta 06MiH 3reHepoBaHMMM K0YaMUN NOBUHHI
3[iNcHIoBaTMCA be3sneyHnm criocobom.

CvMeTpuyHi KNtoYi 3abe3nevytoTb Takuin e piBeHb 6e3neku, [K i iXHA KibkicTb 6iTiB, To6TO 128-
6iTHMI KNtoy 3abe3neydye 128-6iTHMI 3axnCT (BIAHOCHO aTaku rpyboi cmam) i moxxe 6yTu
3reHepoBaHMi 3a SOMOMOrol KpUnTorpadivyHOro reHepatopa NCeBAOBUNAAKOBMX Yucen. Taka
6ibnioTeka, sk OpenSSL, Hagae Habip IHCTPYMEHTIB ON5 reHepaLii BUNaaKkoBOro CUMETPUYHOI0
KJII04a.

MeTop «rpyboi cunn» (Big aHrn. brute force; abo nosHWI nepebip) — MeTo pilLeHHSA
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KpunTorpagivHoi 3agadi Wwnsxom nepedopy BCiX MOXJIMBUX BapiaHTIB KoYa. CKNagHicTb
NoBHOro nepebopy 3aneXxuTb Bif KiIbKOCTi BCiX MOXJIMBUX pilleHb 3afadi. KLLO0 NpocTip
pilleHb Ay>Ke BENNKWIA, TO MOBHUIA nepebip MoXXe He AaTu pe3ynbTaTiB NPOTAroM AEKiNbKoX
pokiB abo HaBiTb CTONITh.

Po3swupeHun ctanpapt wudppysaHHa (AES)

Po3wupeHnin ctanfapT wngpysaHHs (Advanced Encryption Standard) (AES) - anropuTtm
WNGPYBaHHS, LLLO XapaKTepusyeTbCa ABOMA e/leMeHTaMu, a came po3MipoM 610Ky Ta po3MipoM
KJtoYa. [oBiAOMIEHHA BIAKPUTOro TEKCTY AiNNTbCA Ha 610kuK b 6iTiB, oe b — po3mip 610Ky.
3a3HayveHi 610kM NoTiM 06p0obAATLCA PYHKLIED WNdPYBaHHA BCi 0AHOYACHO, A0AA0YN
HeoboB'A3KOBE AOMNOBHEHHSA B KiHL, KON PO3MIp BIAKPUTOrO TEKCTY HE € LiJIMM YUCSIOM, KPaTHUM
po3Mipy 6710Ky. BinbLWicTb WNGPIB, AKi CbOrOAHI BUKOPUCTOBYIOTHCA ANS WN(MPYBAHHA faHUX, €
610KoBUMY WINPaMUN 3aBASKUN CBOIV MPAKTUYHOCTI Ta ePEKTUBHOCTI.

Po3wmnpeHnin ctaHfapT wngpysaHHs (AES) € HanowmpeHiwnM WudpomM y CBiTi. BiH ByB npunHaTui
AK CTaHOapT wugpyBaHHA HauioHaNbHUM IHCTUTYTOM CTaHAapTiB i TexHonorin CLUA (NIST) y 2001
poui 419 WndpyBaHHSA eIeKTPOHHUX AaHWX. BiH 3aMiHIOE 3aCTapinuMim CTaHaapT WUgpyBaHHA gaHUX
(DES), sk 6yB npeactasneHnin y 1977 poui. AES BM3Hava€e Habip anropuTMiB i3 CUMETPUYHUM
KJIOYEeM i iCHY€E B pi3HMX BapiaHTax, a caMe 128, 192 Ta 256-6iTHMX po3mipis Kato4a. ANroputm
WwngpyBaHHA AES 3aCTOCOBYE KinbKa payHZiB 3aMiH i NepecTaHOBOK 40 NOYaTKOBOIro BiAKPUTOro
TEKCTY Ta BUBOAWUTb 3alUMMPOBAHNIA TEKCT TaKOi XX AOBXWUHMU, LLO 1 BiAKPUTUIA TEKCT.

MAC-nignuc

MAC (aHrn. message authentication code — kog ayTeHTudiKauil NOBIAOMAEHHS) — cneuianbHUI
Habip cumBoniB, WO AOAAETHCA A0 BiAMNOBIAHOMO MOBIAOMAEHHS, NOFYHO NOEAHAHWNIA 3 LM
MOBiAOMJIEHHSM Ta NpU3HaYeHnn ana 3abesnevyeHHs LiniCHOCTI NOBIAOMAEHHS Ta ayTeHTMdiKauil
oxepesna faHux.

WngppysaHHS, Byayy4n 0CHOBHMM 3aCTOCYBaHHAM KpunTorpadii, He 3abe3neyye BCiX rapaHTin
be3nekun, HeobXifAHMX ONS 3aXMCTy AaHUX. [iNCHO, faHi KOPUCTYyBava BCe Le MOXYTb byTu
niapobneHi B ix 3aWwngpoBaHOMyY CTaHi, 36epexxeHi B 6a3i gaHUX, HANPUKNa4, SKLWO HE BXUTK
HaNeXHUX 3axoAiB 019 NepeBipKu LiNiCHOCTI 3a3HavYeHnx daHux. Koan aBTeHTUdiKaLil NoBiAoMAEHb
(MAC) cTBOpIOIOTH Teru, siKi 3aCTOCOBYIOTLCS A0 MNOBiAOMIEHHS, W06 rapaHTyBaTK NOro
aBTEHTUYHICTb i winicHicTb. MAC — ue dyHKuis 3 kntodem T = MAC(K,m), ska gae 3mory byab-skii
CTOPOHI, fiKa 3Ha€ Koy MAC, nepeBipuUTK LiNICHICTb NOBIAOMAEHHS, 064MCAOYN Ter Y
NOBiLJOMNEHHI Ta NepeBipsYM, Y/ BiH BiANOBILAE OTPUMAHOMY Tery. Y 3aXuLeHNX KOMYHIiKaLisX i
36epiraHHi faHWX NPaKTUKYETLCSA KOMBiHYBaHHS wngpy Ta MAC, wob 3abe3neynTm
KOH(IAEHUINHICTb, LiNICHICTb | aBTEHTUYHICTb OaHUX.

KpunTtorpadis 3 BiaKpUTUM KJIlO4YEM
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AcuMmeTpuyHe Wn@pPyBaHHA

B acumeTpryHOMY WNGPYBaHHI € ABa KJOYi, OANH ONA WNGPYBaHHSA, @ IHWWA O gelwmngpyBaHHs.
AcumeTpuyHe WundpyBaHHA 3abe3neymnno HabaraTo 6inblly rHy4YKiCTb 6e3ne4YHOro 3B'A3Ky, OCKIJIbKU
K104 LW pyBaHHSA He 36epira€TbCa B cekpeTi. Hanpuknag, SKLO BignpaBHMK, AHS, X04€e HagicnaTu
noBifoOMAIeHHA Makcumy, TO AHSA OTPUMYE BiOKPUTUIA K04 WG pPyBaHHA Makcuma, SKnUin cTae
LOCTYMHUM ONA BCiX, XTO X04e 3alndpyBaT NOBIJOMAEHHS Ta HadicnaTu noro Makcumy. MNoTim
BOHa UM PYE NOBIAOMNEHHS KNto4eEM MakCuMa nepeq TUM, K HagicnaTu NoMy 3andpoBaHnin
TeKCT. Jlnwe Makcum Moxe po3wndpyBaTi 3aliMdpoBaHMin TEKCT 3a AOMNOMOIro CBOr0 NPUBATHOMO
KJIl04a PO3LWNGPOBKM, AKUIA 3a/IMLAETLCA CEKPETHMM. B cumeTpu4yHOMYy WngpyBaHHIO nepeq
NMoYaTKOM MpoLuecy WngpyBaHHS Yy Hac BUHMKAE npobsemMa BCTaHOBNEHHA 6e3neyYHOoro KaHany aas
0OMiHY CEKpeTHMM KJIloYeM WndpyBaHHA/aewmndpyBaHHa. Lle 0bMe)xeHHs 3HATO B aCMMETPUYHOMY
LN pPYBaHHI.

LndpysaHHs AewndpyBaHHa
Anroputm WudpyBaHHs Anroputm aewndpyBaHHs
=D - - - -5 =D
— —
BianpasHuK g R e 3awnpposari Aaki i OTpuMyBay

) Vot

Kitou wmudpysaHHa Koy gelwundpysaHHa

AcumeTpuyHe WinpyBaHHSA
OCHOBHI NpyHUMNK

e llndpyBaHHA faHuUX:
o BianpaBHUK LWIMPYE NOBIJOMMEHHS 3@ AOMNOMOrO BiAKPUTOr0 K/toYa o4ep>xyBaya.
o TiNbKM BNACHUK 3aKPUTOro KJIl04a MOXKe po3WwngpyBaTh Le NoBigOMAEHHS.
e [NianncaHHA DaHUX:
o BianpaBHUK BUKOPUCTOBYE CBil 3aKPUTUIN KJIOY 415 NiANMCAHHA NOBILOMIEHHS.
o Opep)xyBay nepesipse NigNNC 3a 4OMNOMOrol BiAKPUTOro K/to4a BignpaBHMKa.

Lucdpposun nignuc

EnekTpOHHMI undposuin nignuc (ELM) (aHrn. digital signature) — BuA eNeKTPOHHOro nignucy,
OTPVMMAHOro 3a pe3yabTaToM KpunTorpagiyHOro nepeTBopeHHs Habopy eNeKTPOHHMX AaHUX, SKUN
[O00AETLCS A0 Uboro Habopy abo NOrivYHO 3 HUM NOEAHYETLCA | AA€E 3MOry NiATBEPAUTY Or0
LiNICHICTb Ta iAeHTUgiKyBaTW nignucysava. ENeKTPOHHUI LM POBUA NiILNNC HAKNALAETLCA 3a
LLONOMOroK 0COBUCTOro Kito4Ya Ta NepesipseTbCA 3a LONOMOro BiAKPUTOr0 KJIKYa.
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Lndgposuni nignuc € eksisaneHToM BiakpuToro kawva MAC. Le no3sosse byab-5Kil CTOPOHI
L0AaBaTW NiANNC A0 NOBIAOMIEHHS 3@ LOMOMOIrO0 NPUBATHOrO KAtoYa. MoAdibHo [0 TpaanLUinHNX
nianucie Ha nanepi, 6yab-Ka CTOPOHa MOXKE NMEPEBIPUTM aBTEHTMYHICTb BiANpaBHMKa 3a AOMNOMOrot
ny6aiYHOro anropMTMy NepeBipkn Ta BiAKpUTOro Kaya. CxeMa LUUGPOBOro Nignmcy CKNagaeTbCs 3
anroputmy nignucy S(SK,m) - s, SKMI CTBOPIOE NIANUC S i3 3aKpMTOro Ktoda SK y noBigoMaeHHi
m, i anroputmy nepesipkn V(PK,s)-{0,1 }, akuin noBepTa€ noriyHe 3Ha4eHHs O (abo false), akwo
npoLec nepesipkn He BAAETbCSA, abo 1 (abo true), aKwo nepeBipka BAAETLCS.

Xew - yHKuUii

Xew-gyHKUia, abo rew-pyHKUIa — GYHKLIS, Wo NnepeTBOPIOE BXigHI AaHi byab-9KOro (K npaBmo
BEJIMKOro) po3Mipy B AaHi (hikCoBaHOro po3mipy.

XewyBaHHS (rewysaHHA, aHr. hashing) — nepeTBOpPeHHA BXiAHOMO MacUBY AaHWX AOBINIbHOI
JOBXWHW Y BUXiOHWI BiTOBMI pAaoK (hiKCOBaHOI AOBXMHW. Taki NepeTBOPEHHSA TaK0XX Ha3MBalOThCA
xew-yHKUiaMn, abo PyHKLIAMM 3ropTaHHA, a IXHi pe3y/ibTaTu Ha3MBalOTb XeLleM, Xell-KoLoM, Xell-
cymoto, abo gang)kectom nosigomaeHHs (aHrn. message digest).

Xew-gyHKLiA € HaA3BUYaNHO KOPUCHUM IHCTPYMEHTOM Y Habopi iHCTpyMeHTIB KpunTorpada. BoHu
BUKOPUCTOBYIOTHCA B N0OyA0Bi 6araTbox KpunTorpagivHMX npoToKonis, BkA4Ya4n MAC, undgposi
NiANUCY, WNGMPYBAHHSA 3 BIAKPUTUM KO4eM, MPOTOKON Y3roAXXeHHS KJIoYiB i 6arato iHwmx. Taki
anroputmun, sk MD5, SHA-1, SHA-256, SHA-3 i BLAKE2, € HaiBigoMilwnmMmn xew-gyHKLiamu,
Ko>XHOro pasy, Kosv BK NnigkatoyaeTeca go Beb-canty yepes HTTPS, HaaCcnMnaeTe eneKTPOHHWUIA JINCT,
OTPUMYETE JOCTYN A0 haitsly B CUCTEMi XMapHOro cxosuLia abo BukopuctoByeTe SSH ans
NiAKNIOYEHHS 00 BiAJaneHoro cepBepa BUKOPUCTOBYETHCA KpUNTOrpadivHa xeww-gyHKLis.

ABTeHTU(iKOBaHe WM pPYyBaHHA

ABTeHTU(iKoBaHe wngpysaHHs (Authenticated Encryption) (AE) noegHye cumeTpuyHe WnugpyBaHHA
3 NePEBIPKOI0 LiNICHOCTI Ta aBTEHTMYHOCTI LWAXOM AO4aBaHHA Tery 40 3alngpoBaHOro TEKCTY.
LincHo, nuwe wndgpysaHHA He 3abe3nedye unx Bumor 6esnekn, i BinbwicTe 6esnevyHmx peanizauin
KpunTorpadii Tenep NOBUHHI BUKOPUCTOBYBaTKW Lo napagurmy. Wnpp AE(K,m) - (c,t) nosepTae
3alMpoBaHMI TEKCT | KOPOTKMI PAAOK K Ter. Ter 3abe3neyye LiNiCHICTb | rapaHTYE, Wo
3aMGPOBAHUN TEKCT iLEHTUYHUIA TOMY, SKUA HaZicnaB 3aKOHHWI BiAnpaBHUK. Lle Takox
3abe3neyye aBTEHTUYHICTb 3alWINGPOBAHOr0 TEKCTY, OCKINIbKN NNLLIE BiANPaBHUK, SKU BOSIOAIE
CEKPETHMM KJII04EM, MOXKe CTBOPUTH L0 Napy 3awmnppoBaHUi TEKCT - Ter. Bumora 6e3neku
nepenbayae, Lo XKo4eH 3N10BMUCHNK He 3MOXKe BragaTu Ter 6e3 kntoya. Mpouec gewmndpyBaHHS
NnoBepTaE NOBIAOMJIEHHS BIiAKPUTOro TEKCTY i3 3alUMMPOBAHOro TEKCTY TOAi i TiIbKK1 Todi, Konum Ter t
€ LiNCHUM TeroM. Bumorn fo 6esnekn ans npouecy WudpyBaHHA 3a/UWLAITHCA TaKUMU X, SK | Ans
Oy Lib-9KOro HaAinHOro wudpy.

Cxema AE 6yoyeTbCs LUASXOM NOEAHAHHA CUMETPUYHOro Wwugpy 3 MAC. HanbesneyHilwmMm nigxonom
[0 uiel KombiHaLil € nigxin «3awngpysaTn-noTiM—MAC», y AKOMY 3aLlLM(POBaHNI TEKCT CNOYaTKY
064MCNIOETHCA 3 BIAKPUTOrO TEKCTY, @ NOTIM AN 3aMpPOBaAHOro TeKCTy 064McoeTbes Ter. Y
npoueci aewndpyBaHHs o4ep)KyBay cnovyaTky obuncnoe MAC gns 3aiMpoBaHOro TEKCTY, LWwob
nepekoHaTUCs, Wo Ter iAeHTUYHNIA OTPUMAHOMY, a MOTIM BiH PO3LLM{POBYE 3aLLNPPOBAHNN TEKCT
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NiCNa NepeBipKN aBTEHTUYHOCTI.

=

[TpoCTuM TeKCT

l

ANropuTM WNQPYBAHHSA

y-

JaWmdpoBaHHH TeKCT

Ter

ABTeHTU(piKoBaHe LUnpyBaHHSA
MpuHuUMn poboTu

e BxigHi gaHi:
o BuxigHuin TekcT (Plaintext).
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o NlopaTkosi aaHi (Optional Associated Data, AAD), siKi He WNGPYIOTLCA, asie NOBUHHI ByTK
aBTEHTUDIKOBaHI.
e LllngpysaHHSA
o [laHi WngpyoTbCsa 3a LONOMOro KJKoYa i BignoBigHOro anropuTtmy.
o Ter aBTeHTUiKaLil: TeHepy€eTbCA pa3om i3 wudpoaHum TekctoM (Ciphertext). Llen Ter
BUKOPUCTOBYETHLCA 419 MEePeBiPKU LiNiCHOCTI AaHWX.
e Po3WnNpyBaHHS
o BUKOHYETbLCH JiMLLE 3@ YMOBM YCNILLHOI NepeBipKn Tery aBTeHTugikaLil.

Do>xepena

@ Kpuntorpadis

e Cryptography Techniques: Everything You Need to Know
e D bnokosuin Wngp

o D[TOTOKOBMI LLNDP

e D MeToa_«rpyboi_cunm»

e @ Advanced Encryption_Standard

e @MAC-nignunc

A Primer on Cryptography

@ Xew-gyHKuis

From:
https://library.vpuhlukhiv.com.ua/ - Wiki FnyxiBcekoro BY

Permanent link:

Last update: 08.12.2024 22:47

https://library.vpuhlukhiv.com.ua/ Printed on 29.07.2026 12:58


https://uk.wikipedia.org/wiki/Криптографія
https://uk.wikipedia.org/wiki/Криптографія
https://www.simplilearn.com/cryptography-techniques-article
https://uk.wikipedia.org/wiki/Блоковий шифр
https://uk.wikipedia.org/wiki/Блоковий шифр
https://uk.wikipedia.org/wiki/Потоковий шифр
https://uk.wikipedia.org/wiki/Потоковий шифр
https://uk.wikipedia.org/wiki/Метод_«грубої_сили»
https://uk.wikipedia.org/wiki/Метод_«грубої_сили»
https://uk.wikipedia.org/wiki/Advanced_Encryption_Standard
https://uk.wikipedia.org/wiki/Advanced_Encryption_Standard
https://uk.wikipedia.org/wiki/MAC-підпис
https://uk.wikipedia.org/wiki/MAC-підпис
https://uk.wikipedia.org/wiki/MAC-підпис
https://auth0.com/blog/a-primer-on-cryptography/
https://uk.wikipedia.org/wiki/Хеш-функція
https://uk.wikipedia.org/wiki/Хеш-функція
https://library.vpuhlukhiv.com.ua/
https://library.vpuhlukhiv.com.ua/subjects:basic:informatika:infsecurity:crypto_protection?rev=1733690860

	Криптографічні методи захисту інформації
	Алгоритми шифрування
	Як працюють різні криптографічні алгоритми?
	Криптографія секретного ключа
	Симетричне шифрування
	Генерація симетричних ключів
	Розширений стандарт шифрування (AES)
	MAC-підпис

	Криптографія з відкритим ключем
	Асиметричне шифрування
	Цифровий підпис

	Хеш-функції
	Автентифіковане шифрування
	Джерела


