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MepeXxeBumn eKpaH

MiXKMepe)xeBuii eKkpaH, MepexeBunin ekpaH, bpaHamayep, daepsdn, danpsdén (aHrn. Firewall, BorHsiHa
CTiHa) — y3araJibHloBaJibHa Ha3Ba (i3UYHUX NPUCTPOIB YN NPOrPaMHMX 3aCTOCYHKIB,
CKOH(irypoBaHux, Wwob fonyckaTu, BIiAMOBAATH, WNMPYBATH, NPOMNyCKaTh MepexxeBnin Tpagik Mix
obnacTamu pisHoi 6e3nekn mepexi 3rigHo 3 baxaHum Habopom npasua besneku.

Lle 3acib 6e3nekn Mepexi, KNI BIOCTEXYE Ta PiNbTPYE BXIAHWUIA | BUXIGHUI MepeXxeBuin Tpagik,

LOTPUMYIOYNCH NONITUK Be3nekun, BU3HaAYeHNX opraHisauieto. Mo cyTi, BiH Oi€ K 3aXMCHa CTiHa MixX
MPMBaTHOK BHYTPILLIHBOK Mepexeto Ta NybniyHnM IHTepHeToM.

A

‘B o
: (UK1.0/MBU#A TPADIK -I “ MEPEEBUA EHPAH b A
v 5 0 Rt . B
o Pwrn O — N " TPADIK ‘ b
e - A ' .Y —
MEPEIEBH/I EHPAH IRV NEREN

Internet

Oropoxka BaLLOol BNAaCHOCTI 3axuLLa€E Ball Oy AMHOK | yTPUMYE NOPYLUHUKIB Ha BIACTaHIi; Tak camo
HbpaHaMayepun BUKOPUCTOBYIOTLCA A1 3aXMCTY KOMMN'IOTEPHOI Mepexi. bpaHaMayepn — Lie CcucTemm
6e3nekun mepexi, aKi 3anobiratoTb HeCaHKLIOHOBAHOMY AOCTYMNy A0 Mepexi. Lle Mmoxe byTu
anapaTHe abo nporpamHe 3abe3neyeHHs, sKe QiNbTPYE BXiAHUNA | BUXiOHUA Tpadik y NpUBaTHIN
MepeXi BiAnosigHo Ao Habopy nNpaBun 4Nna BUABAEHHSA Ta 3anobiraHHs KibepaTakam.

MepexeBun Tpadgik

MepexeBuin Tpadik abo Tpadik AaHUX — L KiSIbKICTb AaHWX, L0 NePEMILLYOTLCS MO MEPEXi B
MEeBHWIN MOMEHT Yacy. [laHi B KOMMN'IOTEPHMX Mepexax 34e6inbLioro iHKancyiboOBaHi B MEPEXEBI
nakeTu, sSKi BNacHe i 3a6e3neyvytoTb HaBaHTaXXEHHS B Mepexi. Mepe)xa Moxxe MaTun 6e3niy BapiaHTIiB
nepefadi NakeToBaHoro Tpadiky, ane, wWob nporpamm Moram po3ymiTu ogHa ogHy, Tpagik
CTBOPIOETLCSA BiANOBIAHO A0 NnornepenHbO LOMOBJIEHUX NpaBui, Taki NpaBuia Ha3nBalTbCA
NPOTOKONAMU MepeXxi, 0TXXe, MakeToBaHWUM Tpadik, SKUA NnepefaeTbCa BIANOBIAHO 4O CINCKY
NPOTOKONIB.

MakeTu oaHWX, HaNnpukKnag, Tak came K y BUMagKy 3 aBToMo6iNAMU Ha LOPO3i, MOXYTb MaTy Pi3HWIA
npiopuTeT, NiANAralTb KOMyTaLii, MapLwpyTr3auii, iIHKOW WndpyBaHHIO, QinbTpauii By3namu
MepeXxi, a No NpmbyTTio, B 3a/1€XXHOCTI Bif MPaBWJ1 i MPOTOKOIB, MOXXYTb NOTpebyBaTy Nepesipku
KOHTPOJIIO LiNICHOCTI i AXepena HaaxoaXeHHs. Moxe BUSBUTUCD, LLIO Nepefavya Ma€ BTpaTy NakeTis,
LLIO BKA3YE Ha NOpYyLUEHHA PYHKLIOHYBaHHA MepeXi. AKiCHI Ta KiJIbKiCHI XapakTepucTuKu
MepexXeBoro Tpadgiky € OOHIEI i3 OCHOBHUX XapaKTepUCTUK Mepexi B LifloMy. KOHTPONb, aHanis,
MOJLeOBAHHSA Ta YNPaBJ/iHHA € 3aMOPYKOK NPaBUIbHOMO MYHKLIOHYBAHHA CKIALHUX MEpex.
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e AHani3 MepexeBoro Tpagiky — MOHITOPUHI Tpadiky, NOro 3MiHW, TEHAEHLIN, BUSBIEHHSA
aTUMNOBOI NOBELIHKN

¢ KOHTpoNb MepexxeBoro Tpagiky — ynpasiiHHA, BCTaHOBAEHHSA NPiOPUTETIB, KOHTPOb abo
3MEHLLEHHSA MepeXXeBoro Tpagiky

e BumipioBaHHA MepeXxeBoro Tpadiky — BMMIpOBaHHA KiflbKOCTI Ta BUAY Tpagiky B Mepexi

e MopgenioBaHHA MepeXeBoro Tpadiky — /19 BUMIPIOBaHHA e(PEKTUBHOCTI KOMYHiKaLinHOI
Mepexi

e Mopgenb reHepauii Tpagiky — Le cToxacTU4Ha MoLesb NOTOKIB Tpadiky abo axepen gaHnx
Y KOMYHiKaUiNHIn KOMN'IOTEPHIN MepeXi .

ByacHMin aHani3 Ta MOHITOPMHI MepexeBoro Tpadiky 3abe3sneyye B opraHizauii HanexHy besneky
MepeXi, lornoMarae B4aCHO rnonepeauTy BTOPrHEHHA Y MepexXy, BUABNAE NOTEHLINHI 40 BPa3/IMBOCTI
BY3/I1 MepexXi.

Tunu OpaHpmayepis

BpaHamayep Moxe 6yTu nporpamMHum abo anapaTHuM. MporpamMHi OpaHamayepwm - Le nporpamum,
BCTAHOBJIEHI HA KOXXHOMY KOMM'tOTEPI, i BOHN perynioloTb MepeXxesnin Tpadik 3a 4ONOMOr oo
nporpam i HomepiB NopTiB. TM YacoM anapaTHi bpaHaMayepm - Lie 061agHaHHSA, BCTAHOBIEHE MiX
LUJSTIO30M i BaLLIOK MepeXxelo.

CyyacHi bpaHamayepu 4acTo MatoTb BOya0BaHi 40AATKOBI cmMcTeMn be3nekn, Hanpuknag
BipTYyanbHi NpuBaTHi Mepexi (VPN), cuctemm 3anobiraHHs Ta BUABIEHHSA BTOPrHEHb
(IPS/IDS), ynpaBniHHA ineHTUdiKaui€o, ynpasaiHHA LofaTKaMuy Ta Beb-inbTpauis.

ICHYe Kinbka TuniB bpaHaMayepiB 3a1€XHO Big MeToAiB (inbTpaLii Tpadiky, CTPYKTYPU Ta YHKLIN.
BpaHamayep dinbTpauii nakeris

BpaHamayepu 3 inbTpaLi€to NakeTiB KOHTPOJIIOIOTb Ta PiIbTPYIOTb MepexeBuin Tpadik Ha OCHOBI
Habopy npasu. Lli npaBuna BU3Ha4atoTb, SKi NakeTn A03BOJIEHO, a SKi Hi.

BpaHaMayepu inbTpaLil NakeTiB NpaLlolTb, aHaNi3yo4M 3aroI0BKM NakeTiB AaHMX. 3aro/0BOK
nakeTa MiCTUTb iH(OpMaL,ito NPO AXXepeso Ta NPU3HAYEeHHS MakeTa, a TakKoXX TUM NPOTOKOJY, KUK
BUKOPUCTOBYETHLCA. bpaHamayep NopiBHIOE L0 iHGopMaLito 3 Habopom Npasw i fo3BosISE abo
610KYy€E NakeT BigNoOBIAHO.

OfHak Ui bpaHiMayepy He MapLIPYTU3YIOTb MakeTu, CKOpILLe BOHM MOPIBHIOITb KOXKEH OTpUMaHuii
nakeT i3 HabOpoM BCTAHOBNIEHUX KPUTEPIIB, TaKMX AK [03BONEHI IP-agpecu, Tun nakeTa, HoMmep
MOPTY Ta iHLWI acneKTKn 3aro/oBKiB NPOTOKOJY NaKeTiB.

LLInio3 naHWIoOroBoro piBHg
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[HWWA BIOHOCHO WBUAKWIA CMOCI6 BUABIEHHS 310BMUCHOIO BMICTY, LLIO3M Ha PiBHI KaHaniB
BiACTEXYIOTb 3B'3KM TCP Ta iHLWIi NOBiAOMIEHHS MPO iHiliaLito ceaHCy MepeXXeBoro NpoToKoy B
MepeXi, KOJIN BOHW BCTAHOBJIIOIOTLCA MiXK JIOKA/IbHMM i BiAAasleHMM X0CTaMu, Wob BU3HAYNTK, Ym
iHILINOBAHWI CEaHC € 3aKOHHMM - YU/ BigLasieHa CUCTEMa BBAXXAETbCA HafinHo. OOHak caMi nakeTu
BOHW He NepeBipsATb.

Mpuknagu wniosiB naHuloroeoro pieHa: Mict (Bridge): BukopuctoByeTbca ans 06'egHaHHA ABOX
cermeHTiB Ethernet. MapwpyTtusatop (Router): 3acTocoByeTbCA ANA 3'€QHAHHA CErMEHTIB
Ethernet, Token Ring abo FDDI. KomyTaTtop (Switch): chyxutb gna o6'eaHaHHS OeKiNbKOX
cermeHTiB Ethernet.

®YHKUIT W03y NIaHLIOrOBOro piBHA:

e MapLwpyTur3auia Tpadiky: W03 BUKOPUCTOBYE TabnunLo MappyTm3aLii, wob Bnu3HaunTm
HaVKpaLLWA WASX A0S nepecunaHHs gaHuX MiXK pi3HUMU CErMeHTaMN Mepexi.
MepeTBOPEHHS MPOTOKONIB: MPUCTPIN MOXXE KOHBEPTYBATU NPOTOKOJIM JTAHLIOrOBOIr0 PiBHS,
[03BOJIAOYM CErMEeHTaM 3 PiSHUMU NPOTOKONAMUN CMNINIKYBAaTUCSA OAWNH 3 OLHUM.

dinbTpauia Tpadiky: W03 3aaTHUIA GinbTpyBaTK Tpadik, 3anobiratoym HeCaHKLiOHOBaHOMY
[OCTYyny [0 MepeXxi.

3abe3neyeHHsa 6e3nekun: NPUCTPIA MOXEe BUKOPUCTOBYBATUCS A5 3aXUCTY Mepexi,
HanpwKiag, 3a 4onomorot bpaHgmayepa.

LUnio3 npuknagHoro piBHA (Application-level gateway, ALG)

LLINto3 NpuKNagHoOro piBHSA - LLe KOMMNOHEHT 6e3nekn KOMN'toTEPHOI MepeXxi, AKNA ONOBHIOE
3BMYanHuM bpaHamayep abo NAT-mMapLupyTU3aTop.

Do>xepena

@ MepexeBun ekpaH

What Is Firewall: Types, How Does It Work, Advantages & Its Importance
@ Mepexxesun Tpapik

bpanamayep

e The 5 different types of firewalls explained
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