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OCHOBHI 3aXMCHI MeXaHi3Mu, LWo
peani3yloTbCA B paMKaxX Pi3HUX 3axonis i
3aco0iB 3axucrty

3axMCHi MexaHi3Mm - Le CyKyMnHiCTb 3aX0AiB, MeToiB i 3acobiB, cCNpsiMOBaHNX Ha 3abe3neyeHHs
6e3nekun iHhopMaLii Ta cucteM. BoHM BUKOPUCTOBYOTLCS A5 3anobiraHHA HeCaHKLiOHOBaHOMY
foctyny, mogmndikauii, 3HULEHHS abo PO3roNoLWeHHS KOHMIAEHUINHNX OaHNX.

Knacudikauis 3aXncHMX MexaHi3mis

3axMCHi MexXaHi3MN MOXXHa KJlacuikyBaTW 3a@ PiI3HUMU KpUTEPIAMK, ane HandacTiwe IX NoAiNAlTb Ha
Taki rpynu:

AnapartHi

AnapaTHe wndpyBaHHSA

CneuianbHi Mikpocxemu, Wo 3abe3neyvytoTh WKNGPYBaHHA AaHMX. Ond WndpyBaHHA aHUX HanbinbL
LUMPOKO 3aCTOCOBYIOTL TPY BUAW WIMGPATOPIB: anapaTHi, NporpaMHo-anapaTHi i nporpami. ix
OCHOBHa BiZIMiHHICTb NONSAra€ He TiNbKK B cNocobi peanizauii WNppyBaHHA Ta CTyNeHs HaLiIAHOCTI
3aXMCTY AaHWX, ane 1 LiHOL0, WO YacTo CTa€ AN KOPUCTYBAYiB BM3HAYaIbHUM DAaKTOPOM.
HanpelesLi npucTpoto WugpysaHHA — MporpamHi, NoTiM nayTb NporpaMHo-anapaTHi 3acobu i,
HapeLTi, HanQoPOXK4Yi — anapaTHi. He3Ba)kato4yn Ha Te, WO LiHa anapaTHUX WKWgPaTopiB iCTOTHO
BMLLA NPOrpaMHuX, PiaHNLUSA B LiiHI He NOPIBHAHHA i3 3HAYHUM MiABULLEHHSAM SKOCTI 3aXUCTy
iHpopMauii
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3axuLlieHi NOpPTU BBe A, eHHA-BUBEO,eHHA

3axuuieHi NOpTU BBeAEHHA-BUBEAEHHA — Lie iHTepdencn Komn'toTepa Yu iHWOro NpucTpoio, AKi
3abe3neyyloTb Nepenady AaHUX MK anapaTHUM i MPOrpaMHUM 3abe3nevyeHHsAM i3 4OAAaTKOBMMM
3axonamu 6e3nekun ons 3anobiraHHSA HECAHKLiIOHOBAHOMY AOCTyMy.

Mpuknap:
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I/0 Controller 2

I/O Controller 2 - ue NpUCTPIN, AKNA BUKOHYE POJIb “MICTKY” MK NOC/iAOBHUMMN NOPTaMM
(RS-232/485) Ta mepexeto Ethernet. Ocb 0CHOBHI acnekTun noro BNANBY Ha be3neky:

* I3onauisa Mmepexi: MNpUCTpin CTBOPIOE NOrivyHY i3004Uit0 MiXX Mepexeto Ethernet Ta

NPUCTPOAMU, NiAKAYEHUMIN A0 NOCNILOBHMX NOPTIB.

* KoHTponb gocTyny: MoXXAMBICTb HaflaWTyBaHHA NpaB AOCTYNy A0 LUGPOBMX BXOAIB Ta
BUXOZIB A03BOJIAE OOMEXMUTU SOCTYN A0 KPUTUYHUX (PYHKLIA NnLle aBTOPU30BaHUM

KOPUCTYyBavaM.

 MNMpoTokonu 6e3nekum: MigTprmMka NpoToKoNiB, Takmx sk Modbus/TCP, siki MatoTb BOYAOBaHi
MeXaHi3Mu ayTeHTuiKaLil Ta aBTopm3aLii, OAATKOBO NiABULLYE piBEHb He3neku.

e BippaneHum MOHITOPUHI: MOXANBICTb BiAA4aIEHOr0 MOHITOPUHIY CTaHY NiAKIYEHNX
NPUCTPOIB L03BOJIAE CBOEYACHO BUABASATY Ta yCyBaTK NOTEHLUiNHI npobnemu, Lo MOXYTb

NPU3BECTUN A0 NopyLLeHH: be3neku.

e ®i3NYHUMN 3aXUCT: 3aJ1IEXXHO BiJ MOLeNi, MPUCTPIN MOXXe MaTu A0AATKOBI (Pi3NYHI 3aXMCHI
eNeMeHTH, TaKi K 3aMKu abo cneuianbHi po3'eMM, WO YCKNAAHIOOTb HECAHKLIIOHOBAHMWI

AoCTyn.
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®di3uyHi bap'epm poctyny Ao obnagHaHHA
Mpuknagp:

CucteMa KOHTpoO i ynpaBniHHA poctynom (ckopoyeHo CKY [l abo CKLl) — ue komnnekc
TEeXHIYHUX Ta NnporpaMHux 3acobiB 6e3nekn, Wo 34iNCHIOE PeryloBaHHA BXO4y / BUX04y Ta
nepeMileHb NI0AeR Y1 TPAaHCNOPTHUX 06’'€KTIB Ha TepUTOpINAX, AKi 3HaXOAATLCA Nif OXOPOHOI, ANA
aAMiHICTPaTMBHOIO MOHITOPUHIY Ta nonepei)KeHb HeCaHKLLIOHOBAHOIO MPOHUKHEHHS.

NMporpamHi

e Cuctemm po3ni3HaBaHHSA KOPUCTYBaYiB (Maponi, bioMeTpuyHi AaHi).
e CNCTEMM KOHTPOIO JOCTYynY.

e AHTMBIPYCW Ta @HTILLMIOHW.

e CUCTEMMN BUSIBNIEHHS BTOPrHEHb.

¢ 3acobu WwugpyBaHHA SaHUX.

OpraHi3auinHi

MoniTuka 6e3sneku.

PernameHTun gocTyny A0 iHpopmaLii.
Mpouenypw pe3epBHOro KOMitoBaHHS.
HaB4YaHHS nepcoHany.

KoMbOiHOBaHi

e CyKYyNHICTb anapaTHUX, NPOrpamMHMNX Ta OpraHi3auiiHuX 3axoLiB.
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NMpuknaau 3aXMCHUX MeXaHi3MiB

e CTiHM 3 BOrHe3axXMCHMUMU BepuUMa A5 3aXUCTY CePBEPHUX KiMHaT.

e CnCTeMm BifleoCnocTepexeHHs 419 KOHTPOJIIO (i3NYHOro AoCTyny.

e CknagHa cucteMa naponis Ansa ineHTudikawii KopucTyBauyis.

e [IBohaKkTOpHa ayTeHTUiKauis (Hanpuknag, naposb + Kog 3 SMS).

e AHTMBIpYCW N5 3aXMCTY Bif WKiAAMBOrO NPOrpaMHoOro 3abesneyeHHs.

e bpaHamayepu 415 KOHTPOJI0 MepeXxeBoro Tpagiky.

e CUCTeMM BUABJSIEHHS BTOPrHEHb A1 MOHITOPUHIY Mepexi Ha npeaMeT Mifo3pifnoi akTUBHOCTI.
e PerynspHe oHOBNEHHSA NPOrpaMHOro 3abesneyeHHs ANa yCyHEHHS BPa3nBOCTEN.

Ba)JIuBi acnekTu be3sneku
KomnnekcHu# nipxin:

EdpekTnBHa cncTema Hesnekn NOBMHHA BKJIKOYATY K TEXHIYHI, Tak i opraHisauinHi 3axoau.

PerynsapH1Mi MOHiTOPUHT:
HeobxigHO NOCTINHO BiACTEXYBaTN CTaH 6e3nekn cmMcTtemMn Ta BHOCUTU HEOOXiAHI 3MiHW.

HaBuyaHHA nepcoHany:
CniBpobiTHMKKN NOBUHHI By TK 03HaoOMAeHi 3 NpaBuiamMmn b6e3nekn Ta po3yMiTH BaXKJIMBICTb iX
LOTPUMAHHS.

XKoaHa cuctema 6e3nekn He € abCONOTHO HEAOCTYMNHOW. Ba)kIMBO NOCTIHO
BIOCKOHAJIIOBATW 3aXWUCT i 6yTU rOTOBUMU 10 HOBUX 3arpos.

d>xepena

I/O Controller 2 | HW-group.com

WAnapaTHe WNMPYBaHHS

@ CuctemMa KOHTPOJIO i yNpaBaiHHSA LOCTYMNOM

CucTema KpunTorpadiyHoro 3axucTy iHdopmadii "LWndp-VPN" - SAXUCT.FOEN
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