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OCHOBHI 3aXMCHI MeXaHi3Mu, LWo
peani3yloTbCA B paMKaxX Pi3HUX 3axonis i
3aco0iB 3axucrty

3axMCHi MexaHi3Mm - Le CyKyMnHiCTb 3aX0AiB, MeToiB i 3acobiB, cCNpsiMOBaHNX Ha 3abe3neyeHHs
6e3nekun iHhopMaLii Ta cucteM. BoHM BUKOPUCTOBYOTLCS A5 3anobiraHHA HeCaHKLiOHOBaHOMY
foctyny, mogmndikauii, 3HULEHHS abo PO3roNoLWeHHS KOHMIAEHUINHNX OaHNX.

Knacudikauis 3aXncHMX MexaHi3mis

3axMCHi MexXaHi3MN MOXXHa KJlacuikyBaTW 3a@ PiI3HUMU KpUTEPIAMK, ane HandacTiwe IX NoAiNAlTb Ha
Taki rpynu:

AnapartHi

CneuianbHi Mikpocxemu, o 3abe3neyyloTh WNMPYBAHHA AaHUX
3axuuieHi NOpTU BBeAeHHA-BUBE A,eHHSA
3axuviieHi NopTH BBeAEHHA-BUBEAeHHA — Lie iHTepdencn KoMn'rotepa Y1 iHWOro NPUCTPOIo, AKi

3abe3neyyloTb Nepeaayy AaHMX Mix anapaTHUM i NporpaMHUM 3abe3rnevyeHHsM i3 40AaTKOBUMY
3axofamu 6e3nekn ans 3anobiraHHs HeCaHKLiOHOBaHOMY AOCTYMy.

Mpuknap:
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1/0 Controller 2

I/O Controller 2 - Lue NpUCTPIN, AKNA BUKOHYE POb “MICTKY” MiX NOCNIAOBHUMWN NOpTaMu
(RS-232/485) Ta mepexeto Ethernet

MpoTokon OocTynHicTb
HTTP: TAK
DHCP: HI
SNMP: HI
SNMP trap: HI
SNTP: HI
SMTP: HI
SMTP TLS: HI
XML: HI
HWg-Push (SensDesk):|HI
IPv6: HI
Modbus/TCP: TAK
Net-GSM (SMS GW):  [HI

®di3uyHi bap'epu pocTyny no obnapgHaHHA

MporpamHi

e Cuctemm po3nisHaBaHHSA KOPUCTYBaYiB (Maponi, 6ioMeTpryHi AaHi).
e CMCTEMM KOHTPOJIIO JOCTYnNY.
e AHTMBIPYCW Ta aHTILLMIOHW.
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e CCTEMM BUABJIEHHS BTOPrHEHb.
e 3acobu WndpyBaHHA SaHUX.

OpraHizauinHi:

MoniTnka 6e3snekn.

PernameHTun gocTyny A0 iHpopmaLii.
Mpouenypw pe3epBHOro KoMitoBaHHS.
HaB4yaHHA nepcoHany.

KombiHoBaHi:
e CyKYMHICTb anapaTHUX, NPOrpamMHUX Ta OpraHi3auinHmux 3axoais.
OCHOBHI (hyHKLIiT 3aXNCHUX MeXaHi3MiB

lpenTudikauis Ta ayreHTudikauis:
Bu3HavyeHHa ocobu KopncTyBaya Ta nepesipka Moro npas AOCTYMy.

ABTOopu3auis:
HafaHHA KopnuCTyBavy NeBHUX Mpas AOCTYNY A0 pecypciB CUCTEMMU.

KoHTponb pocrtyny:
ObmexxeHHa focTyny Ao iHGopMaLii Ta CUCTEMHUX pecypciB.

WundpyBaHHs:
MepeTBOPEHHSA AAHUX Y HE3PO3YMiny PopMy AN CTOPOHHIX OCib.

LLinicHicTb paHux:
3abe3neyeHHsa TOro, Wo AaHi He bynu 3miHeHi 6e3 no3Bony.

KoHineHUinHicTb:
3axMCT JaHUX Big HECAHKLIIOHOBAHOIro AOCTyny.

D ocTynHIiCTb:
[apaHTyBaHHA TOro, WO aBTOPM30BaHi KOPMCTYBayi MalTb AOCTYN A0 NOTPIOHOI IM iHhopMaLlil.

MprKnaam 3aXnCHUX MexaHi3mis

e CTiHWM 3 BOrHE3aXUCHMMIK OBEPUMaA A1 3aXMCTY CEPBEPHUX KiMHaT.

e CUCTEMM BilE€OCNOCTEPEXKEHHSA AN KOHTPOO Pi3UYHOro AoCTyny.

e CknafiHa cucTteMa naposis AN igneHTudgikawii KopucTysauis.

e [IBohaKkTOpHa ayTeHTUiKauis (Hanpuknaa, naposb + Kog 3 SMS).

e AHTUMBIPYCKU AN19 3aXUCTY Bif LUKiAAMBOro NporpamMHoro 3abesneyeHHs.

e bpaHaMmayepu 415 KOHTPOJI0 MepeXXeBoro Tpadiky.

e CUCTEMMN BUSBNEHHS BTOPrHEHb A1 MOHITOPUHIY MepeXi Ha NpeaMeT Nifgo3pisiol aKTUBHOCTI.
e PerynspHe OHOBJIEHHA NPOrpaMHOro 3abesneyvyeHHs ona yCyHEeHHS BPa3nBOCTEN.

Baxknuei acnekTn 6e3sneku

KomnnekcHum nipxin:
EdekTnBHa cuctema b6e3nekn NoBMHHA BKJIKDYATU SK TEXHIYHI, Tak i opraHi3auinHi 3axoaun.

PerynsapHuii MOHITOPUHT:
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HeobxigHO NOCTINHO BiACTEXYBaTN CTaH 6e3nekn cMcTemMn Ta BHOCUTUN HEOOXiAHI 3MiHW.

HaB4yaHHA nepcoHany:
CniBpobiTHMKKN NOBUHHI By TK 03HaMOMAEHI 3 NpaBuiamMmn 6e3nekn Ta Po3yMiTH BaXKJIMBICTb iX

OOTPUMaHHA.

YKofdHa cuctema b6e3nekmn He € abCONOTHO HEOCTYMHOW. BaXKNMBO NOCTiHO
BAOCKOHAJIIOBATH 3aXMCT i 6YyTW rOTOBUMM 10 HOBUX 3arpos.

Axepena

e /0O Controller 2 | HW-group.com
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