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OCHOBHI 3aXMCHI MeXaHi3Mu, LWo
peani3yloTbCA B paMKaxX Pi3HUX 3axonis i
3aco0iB 3axucrty

3axMCHi MexaHi3Mm - Le CyKyMnHiCTb 3aX0AiB, MeToiB i 3acobiB, cCNpsiMOBaHNX Ha 3abe3neyeHHs
6e3nekun iHhopMaLii Ta cucteM. BoHM BUKOPUCTOBYOTLCS A5 3anobiraHHA HeCaHKLiOHOBaHOMY
foctyny, mogmndikauii, 3HULEHHS abo PO3roNoLWeHHS KOHMIAEHUINHNX OaHNX.

Knacudikauis 3aXncHMX MexaHi3mis

3axMCHi MexXaHi3MN MOXXHa KJlacuikyBaTW 3a@ PiI3HUMU KpUTEPIAMK, ane HandacTiwe IX NoAiNAlTb Ha
Taki rpynu:

AnapartHi
CneuianbHi Mikpocxemu, o 3abe3neyyloTh WNMPYBAHHA AaHUX

3axuLlieHi NOpPTU BBe A, eHHA-BUBEO,eHHA

3axuuieHi NopTU BBeAEeHHA-BUBEAEHHA — Lie iHTepdencn KoMmn'toTepa YuM iHWOro NpUCTpoto, ki
3abe3neyyloTb Nepenady AaHMX MiXK anapaTHUM i NporpamMmHuM 3abesneyeHHsM i3 4OAATKOBUMU
3axopamm besnekun ang 3anobiraHHs HECaHKLiIOHOBAHOMY AOCTYnY.

Mpuknap:
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1/0 Controller 2

I/O Controller 2 - ue NpUCTPIN, SKNA BUKOHYE POJIb “MICTKY” MiDX NOC/iLOBHUMMN NOPTaMm
(RS-232/485) Ta mepexelto Ethernet

MpoTokon bocTynHicTb
HTTP: TAK
DHCP: HI
SNMP: HI
SNMP trap: HI
SNTP: HI
SMTP: HI
SMTP TLS: HI
XML: HI
HWg-Push (SensDesk):|HI
IPv6: HI
Modbus/TCP: TAK
Net-GSM (SMS GW):  [HI

®i3uyHi 6ap'epu pocTtyny Ao obnagHaHHA

MporpamHi

e CucTeMun po3ni3HaBaHHA KOPUCTYBaYiB (Naposi, 6iomeTpuyHi aHi).
e CNCTEMM KOHTPOJIO JOCTYynY.

e AHTMBIPYCK Ta aHTILINIOHWN.

e CMCTEMU BUSBNEHHSA BTOPrHEHD.

e 3acobu WwundpyBaHHA OaHUX.
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OpraHizauinHi:

MoniTnka 6e3snekn.

PernameHTN focCTyny Ao iHGopMauii.
Mpouenypw pe3epBHOro KoMitoBaHHS.
HaB4aHHA nepcoHany.

KombiHoBaHi:
e CyKYMHICTb anapaTHUX, NPOrpamMmHNUX Ta OpraHi3auinHmux 3axoais.
OCHOBHI (hyHKLUIiT 3aXNCHUX MeXaHi3MiB

IlpeHTngikauia Ta ayteHTudikauin:
Bn3HavyeHHs ocobu KopucTyBayva Ta Nepesipka Moro npas AOCTyny.

ABTOopu3auis:
HafaHHA KopuCTyBavy NeBHUX Mpas AOCTYNYy A0 pecypcCiB CUCTEMMU.

KoHTponb pocrtyny:
ObMexxeHHs focTyny Ao iHGopMaLii Ta CUCTEMHUX pecypciB.

WundpyBaHHs:
MepeTBOPEHHSA AAHUX Y HE3PO3YMiny PopMy AN CTOPOHHIX OcCib.

LLinicHicTb paHux:
3abe3neyeHHsa TOro, Wo AaHi He bynu 3miHeHi 6e3 no3Bony.

KoHipeHUinHicTb:
3axMCT JaHUX Bif HECAHKLIIOHOBAHOIro AOCTYyny.

L ocTynHIiCTb:
[apaHTyBaHHA TOro, WO aBTOPM30BaHi KOPUCTYBaYi MaloTb AOCTYN A0 NOTPibHOI IM iHdopMaLLil.

MprKnaam 3axXnCHUX MexaHi3mis

e CTiHWM 3 BOrHE3aXUCHMMIK OBEPUMaA A1 3aXMCTY CEPBEPHUX KiMHaT.

e CUCTEMM Bil€OCNOCTEPEXKEHHSA AN KOHTPOO Pi3UYHOro AoCTyny.

e CknafiHa cucteMa naposis Ans igeHTudgikawii KopucTysauis.

e [IBohaKTOpHa ayTeHTUikauis (Hanpuknaa, naposb + Kod 3 SMS).

e AHTMBIPYCKU AN19 3aXUCTY Bif LIKiAAMBOro NporpamMmHoro 3abesneyeHHs.

e bpaHamayepu 415 KOHTPOJI0 MepeXXeBoro Tpadiky.

e CUCTEMMN BUSIBNIEHHS BTOPrHEHb A1 MOHITOPUHIY MepexXi Ha NpeaMeT Nifgo3pisiol aKTUBHOCTI.
e PerynspHe OHOBJIEHHA NPOrPaMHOro 3abesneyvyeHHs ona yCyHEeHHS BPa3NBOCTEN.

Baxknuei acnekTn 6e3sneku

KomnnekcHum nipxin:
EdekTnBHa cuctema 6e3nekn NoBMHHA BKJIKOYATU K TEXHIYHI, Tak i opraHi3auiiHi 3axoaun.

PerynsipHmi MOHITOPMUHTr:
HeobxigHO NOCTINHO BiACTEXYBaTW CTaH 6e3nekn cMcTemMn Ta BHOCUTU HEOOXiAHI 3MiHW.

HaB4yaHHA nepcoHany:
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CniBpobiTHMKK NOBMHHI BYTU 03HaMOMIEHI 3 NpaBunaMu b6e3nekn Ta po3yMiTh BaXKNNBICTb iX
AOTPUMAHHS.

XKofdHa cucTema be3nekmn He € abCONOTHO HEOCTYMHOW. BaXKNMBO NOCTiAHO
BAOCKOHAJIIOBATU 3aXMCT i 6YyTW rOTOBUMM 10 HOBUX 3arpos.

Axepena
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