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OCHOBHI 3aXMCHI MeXaHi3Mu, LWo
peani3yloTbCA B paMKaxX Pi3HUX 3axonis i
3aco0iB 3axucrty

3axMCHi MexaHi3Mm - Le CyKyMnHiCTb 3aX0AiB, MeToiB i 3acobiB, cCNpsiMOBaHNX Ha 3abe3neyeHHs
6e3nekun iHhopMaLii Ta cucteM. BoHM BUKOPUCTOBYOTLCS A5 3anobiraHHA HeCaHKLiOHOBaHOMY
foctyny, mogmndikauii, 3HULEHHS abo PO3roNoLWeHHS KOHMIAEHUINHNX OaHNX.

Knacudikauis 3aXncHMX MexaHi3mis

3axMCHi MexXaHi3MN MOXXHa KJlacuikyBaTW 3a@ PiI3HUMU KpUTEPIAMK, ane HandacTiwe IX NoAiNAlTb Ha
Taki rpynu:

AnapartHi
CneuianbHi Mikpocxemu, o 3abe3neyyloTh WNMPYBAHHA AaHUX

3axuLlieHi NOpPTU BBe A, eHHA-BUBEO,eHHA

3axuuieHi NopTU BBeAEeHHA-BUBEAEHHA — Lie iHTepdencn KoMmn'toTepa YuM iHWOro NpUCTpoto, ki
3abe3neyyloTb Nepenady AaHMX MiXK anapaTHUM i NporpamMmHuM 3abesneyeHHsM i3 4OAATKOBUMU
3axopamm besnekun ang 3anobiraHHs HECaHKLiIOHOBAHOMY AOCTYnY.

Mpuknap:
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1/0 Controller 2
I/O Controller 2 - ue NpUCTPIN, SKNA BUKOHYE POJIb “MICTKY” MiDX NOC/iLOBHUMMN NOPTaMm
(RS-232/485) Ta mepexeto Ethernet. Ocb 0CHOBHI acnekTu noro BNANBY Ha be3neky:

* I3on9uia MepeXi: MNpuUCTpin CTBOPIOE NOrivHY i30n4uit0 MiXX Mepexeto Ethernet Ta
NPUCTPOAMYU, NiAKAOYEHUMIN 40 NOCAILOBHUX NOPTIB.

e KoHTponb pocTyny: MOXAUBICTb HanalwTyBaHHSA NpaB AOCTYNy A0 LUMPOBUX BXOLIB Ta
BMXO[iB A03BOJISE 0OOMEXUTM AOCTYN 00 KPUTUYHUX DYHKLIN NnLle aBTOPU30BAHUM
KOPUCTYBavaM.

e MpoTtokonu G6e3nekum: MigTpuMKa NPOTOKONIB, Taknx ik Modbus/TCP, ski MatoTb BOya0BaHi
MeXaHi3Mu ayTeHTUiKaLii Ta aBTopM3aLii, 4OAATKOBO NiABULLYE piBEHb He3neKu.

e BigppaneHum MOHITOPUHI: MOXANBICTb BiAA4aI€EHOr0 MOHITOPMHIY CTaHY NiAKIYEHNX
NPUCTPOIB LO3BOJISIE CBOEYACHO BUABNATI Ta yCyBaTW NOTEHLINHI npobnemu, Lo MOXYTb
Npy3BeCTN A0 NopyLleHHs 6e3neku.

e ®i3UYHUMN 3aXUCT: 3aJ1€XXHO BiJ MOLeNi, MPUCTPIN MOXXe MaTu A0AATKOBI (Pi3NYHI 3aXMCHI
efleMeHTK, Taki fK 3aMKu abo crneuiasibHi PO3'eMHU, WO YCKAALHIOOTb HECAHKLIIOHOBAHWI
LOCTyn.
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®di3uyHi bap'epu gocTyny po oﬁnap,HaHHﬁ

MporpamHi

e Cuctemm po3nisHaBaHHSA KOPUCTYBaYiB (Mapoi, BioMeTpuyHi AaHi).

e CNCTEMM KOHTPOJIO JOCTYynY.
e AHTMBIPYCW Ta aHTILLMIOHW.

e CNCTEMU BUABNEHHS BTOPrHeHb.

e 3acobu WwndpyBaHHA OaHUX.

OpraHi3auinHi:

MoniTnka be3neku.

HaB4yaHHS nepcoHany.

KombiHoBaHi:

PernameHTun gocTyny Ao iHopMauii.
Mpoueaypw pe3epBHOro KOMitoBaHHS.

e CyKyMHICTb anapaTHUX, NPOrpamMHMX Ta OpraHi3auinHmx 3axomnis.

OCHOBHI (hyHKLIT 3aXNCHUX MeXaHi3MiB

IlpenTudikauia Ta ayreHTudikauia:
Bu3HayeHHs ocobu KopucTyBayva Ta NepeBipka Moro npas AOCTyny.

ABTOpM3auin:

HagaHHS KOPMCTYBayy NEBHMX NPaB AOCTYMY [0 PecypCiB CUCTEMN.

KoHTposnb pocTyny:

ObmeXxeHHs focTyny Ao iHdopMaLii Ta CUCTEMHUX PecypciB.

LUncdpyBaHHsA:

MepeTBOPEHHS AaHUX Y HE3PO3YMiny hopMy ANd CTOPOHHIX 0oCib.

LlinicHicTb paHux:

3abe3neyeHHs TOro, Wo AaHi He bynu 3miHeHi 6e3 go3Bony.

KoHdipeHUinHICTb:

3axXUCT OaHUX Bi HECAHKLIOHOBAHOro AOCTyny.
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LoCTynHICTb:
FapaHTyBaHHA TOro, WO aBTOPM30BaHi KOPMCTYBayi MalTb AOCTYN A0 NOTPIOHOI iM iHhopMaLlil.

MpuKnaan 3aXnMCHUX MexaHi3mis

e CTiHW 3 BOrHEe3axnUcHMMK ABepuMa AJ18 3aXMCTY CEPBEPHUX KiMHaT.

e CnCTeMM BifeOCNOCTEPEXEHHS 419 KOHTPOJIO (Di3NYHOro AoCTyny.

CknapgHa cucTeMa naponis ons ineHTUikaLil KopnucTyBadis.

[lBOhaKTOpHa ayTeHTUdikauis (Hanpuknag, naponb + Kog 3 SMS).

e AHTMBIpYCW ONS 3aXMCTY Bif WKiAANBOr0O NporpaMHoOro 3abesneyeHHs.

e bpaHaMayepun o189 KOHTPOO MEepPeXeBoro Tpadiky.

CuctemMn BUSABNEHHS BTOPrHEHb A1 MOHITOPUHIY MepexXi Ha npeaMeT Nifo3pifiol akTUBHOCTI.
PerynsipHe OHOBJIEHHS NMporpamMHoro 3abesnevyeHHsa 0N YCyHEeHHS Bpa3nBOCTEN.

Baxxnmei acnekTun 6e3neku

KoMnnekcHuu nipxin:
EdekTnBHa cuctema 6e3nekn NoBMHHA BKJIKOYATU SK TEXHIYHI, Tak i opraHi3auiiHi 3axoaun.

PerynapHui MOHITOPUHT:
HeobxigHO NOCTINHO BiACTEXYBaTN CTaH 6e3nekn cMcTemMn Ta BHOCUTU HEOOXiAHI 3MiHW.

HaByaHHA nepcoHany:
CniBpobiTHMKKN NOBUHHI By TK 03HaMOMAEHi 3 NpaBuiamMmn 6e3nekn Ta Po3yMiTH BaXKJIMBICTb iX
LOTPUMAHHS.

XopaHa cnctema 6e3nekn He € abCoNOTHO HeOOCTYMHOW. Baxxnneo NOCTINHO
BOOCKOHAJItOBATW 3aXUCT i 6yTI/I rotoBMMMM A0 HOBUX 3arpos.

Axepena

e |/O Controller 2 | HW-group.com
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