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OCHOBHI 3aXMCHI MeXaHi3Mu, LWo
peani3yloTbCA B paMKaxX Pi3HUX 3axonis i
3aco0iB 3axucrty

3axMCHi MexaHi3Mm - Le CyKyMnHiCTb 3aX0AiB, MeToiB i 3acobiB, cCNpsiMOBaHNX Ha 3abe3neyeHHs
6e3nekun iHhopMaLii Ta cucteM. BoHM BUKOPUCTOBYOTLCS A5 3anobiraHHA HeCaHKLiOHOBaHOMY
foctyny, mogmndikauii, 3HULEHHS abo PO3roNoLWeHHS KOHMIAEHUINHNX OaHNX.

Knacudikauis 3aXncHMX MexaHi3mis

3axMCHi MexXaHi3MN MOXXHa KJlacuikyBaTW 3a@ PiI3HUMU KpUTEPIAMK, ane HandacTiwe IX NoAiNAlTb Ha
Taki rpynu:

AnapartHi

AnapaTHe wndpyBaHHSA

CneuianbHi Mikpocxemu, Wo 3abe3neyvytoTh WKNGPYBaHHA AaHMX. Ond WndpyBaHHA aHUX HanbinbL
LUMPOKO 3aCTOCOBYIOTL TPY BUAW WIMGPATOPIB: anapaTHi, NporpaMHo-anapaTHi i nporpami. ix
OCHOBHa BiZIMiHHICTb NONSAra€ He TiNbKK B cNocobi peanizauii WNppyBaHHA Ta CTyNeHs HaLiIAHOCTI
3aXMCTY AaHWX, ane 1 LiHOL0, WO YacTo CTa€ AN KOPUCTYBAYiB BM3HAYaIbHUM DAaKTOPOM.
HanpelesLi npucTpoto WugpysaHHA — MporpamHi, NoTiM nayTb NporpaMHo-anapaTHi 3acobu i,
HapeLTi, HanQoPOXK4Yi — anapaTHi. He3Ba)kato4yn Ha Te, WO LiHa anapaTHUX WKWgPaTopiB iCTOTHO
BMLLA NPOrpaMHuX, PiaHNLUSA B LiiHI He NOPIBHAHHA i3 3HAYHUM MiABULLEHHSAM SKOCTI 3aXUCTy
iHpopMauii

3axuLueHi nopTv BBeAEeHHA-BUBeAEeHHA

3axuuieHi NOpTU BBeAEHHA-BUBEAEHHA — L€ iHTepdencn Komn'toTepa Yu iHLWOro NpuCcTporo, AKi
3abe3neyytoTb Nepenayy AaHUX MiXK anapaTHUM i NporpamMmHum 3abe3neyeHHsM i3 4OAATKOBUMU
3axonamu b6e3nekun ons 3anobiraHHA HeCaHKLiOHOBaHOMY AOCTyny.

Mpuknap:
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1/0 Controller 2
I/O Controller 2 - ue NpUCTPIN, SKNA BUKOHYE POJIb “MICTKY” MiDX NOC/iLOBHUMMN NOPTaMm
(RS-232/485) Ta mepexeto Ethernet. Ocb 0CHOBHI acnekTu noro BNANBY Ha be3neky:

* I3on9uia MepeXi: MNpuUCTpin CTBOPIOE NOrivHY i30n4uit0 MiXX Mepexeto Ethernet Ta
NPUCTPOAMYU, NiAKAOYEHUMIN 40 NOCAILOBHUX NOPTIB.

e KoHTponb pocTyny: MOXAUBICTb HanalwTyBaHHSA NpaB AOCTYNy A0 LUMPOBUX BXOLIB Ta
BMXO[iB A03BOJISE 0OOMEXUTM AOCTYN 00 KPUTUYHUX DYHKLIN NnLle aBTOPU30BAHUM
KOPUCTYBavaM.

e MpoTtokonu G6e3nekum: MigTpuMKa NPOTOKONIB, Taknx ik Modbus/TCP, ski MatoTb BOya0BaHi
MeXaHi3Mu ayTeHTUiKaLii Ta aBTopM3aLii, 4OAATKOBO NiABULLYE piBEHb He3neKu.

e BigppaneHum MOHITOPUHI: MOXANBICTb BiAA4aI€EHOr0 MOHITOPMHIY CTaHY NiAKIYEHNX
NPUCTPOIB LO3BOJISIE CBOEYACHO BUABNATI Ta yCyBaTW NOTEHLINHI npobnemu, Lo MOXYTb
Npy3BeCTN A0 NopyLleHHs 6e3neku.

e ®i3UYHUMN 3aXUCT: 3aJ1€XXHO BiJ MOLeNi, MPUCTPIN MOXXe MaTu A0AATKOBI (Pi3NYHI 3aXMCHI
efleMeHTK, Taki fK 3aMKu abo crneuiasibHi PO3'eMHU, WO YCKAALHIOOTb HECAHKLIIOHOBAHWI
LOCTyn.
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®i3nyHi Oap'epu pocTtyny Ao obnapgHaHHA
Mpuknap:

CucrteMa KOHTpoao i ynpaBniHHa poctynom (ckopoueHo CKY [, abo CKL) — ue komnnekc
TeXHIYHUX Ta NporpamMHMX 3acobis 6e3neku, Wo 34iINCHIOE peryJloBaHHA BXo4Y / BUXO4Y Ta
nepeMilleHb N0AEN YN TPAHCNOPTHMX 06’EKTIB Ha TEPUTOPIAX, AKi 3HAXOAATLCA Nif OXOPOHOLD, ANS
aOMIHICTPaTUBHOIrO MOHITOPUHTY Ta nonepea)XeHb HeCaHKLLIOHOBAHOMO MPOHUKHEHHS.

(=]

MporpamHi

e Cuctemm po3nisHaBaHHSA KOPUCTYBaYiB (Mapoi, bioMeTpuyHi AaHi).
e CUCTEMM KOHTPOJIIO AOCTYnY.

e AHTUBIPYCK Ta aHTILWMIOHN.

e CnCTEMM BUABJSIEHHS BTOPrHEHb.

e 3acobu WwndpyBaHHA OaHUX.

OpraHizauinHi:

MoniTuka 6e3sneku.

PernameHTn gocTyny Ao iHopMauil.
e [lpouefypu pe3epBHOro KOMNitoBaHHS.
HaB4yaHHA nepcoHany.

KombiHoBaHi:
e CyKYMHICTb anapaTHUX, NPOrpamMHMX Ta opraHi3auinHmnx 3axomnis.
OCHOBHI (hyHKLIT 3aXUCHUX MeXaHi3MiB

IpeHTudikauis Ta ayreHtudikauis:
Bn3HayeHHs ocobu KopucTyBayva Ta NepeBipka Moro npas AOCTyny.

ABTOpM3auin:
HafaHHA KopnCTyBady NeBHUX MpaB AOCTYNy A0 PeCypcCiB CUCTEMMU.
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KoHTponb poctyny:
ObmexxeHHs focTyny A0 iHGopMaLii Ta CUCTEMHUX pecypciB.

LudpyBaHHsA:
MepeTBOPEHHA AAHUX Y HE3PO3YMiny PopMy AN CTOPOHHIX OcCib.

LinicHicTb paHux:
3abe3neyeHHs TOro, Wo AaHi He bynu 3miHeHi 6e3 no3sony.

KoHipeHUinHicTb:
3axMCT JaHUX Bif HECAHKLIIOHOBAHOIro AOCTYyny.

D ocTynHIiCTb:
[apaHTyBaHHA TOro, WO aBTOPM30BaHi KOPMCTYBayi MalTb AOCTYN A0 NOTPIOHOI iM iHhopMaLlil.

MprKnaam 3axXnCHUX MexaHi3miB

e CTiHM 3 BOrHE3aXMCHMMWN ABEpUMa O/15 3aXUCTY CEPBEPHUX KiMHAT.

CncTtemMu BiLeoCnoCTEPEXEHHS 419 KOHTPOJIHO (Di3NYHOro AoCTyny.

CknafgHa cucTeMa naponis ons ineHTUikaLil KopucTyBadis.

[lBohaKTOpHa ayTeHTUdiKauis (Hanpuknag, naponb + Kog 3 SMS).

AHTUMBIpYCK ANS 3aXMCTY Bif LWKiAAMBOr0o NPOrpaMHOro 3abesneyeHHs.

BpaHamayepu 4ng KOHTPOJIIO MepexeBoro Tpadiky.

e CNCTEMM BUABJSIEHHS BTOPrHEHb A1 MOHITOPUHIY Mepexi Ha npeaMeT Nifo3pinoi akTUBHOCTI.
PerynsipHe OHOBJIEHHS NMporpamMHoro 3abesnevyeHHs Ons YCyHEeHHs Bpa3nBOCTEN.

Baxknuei acnekTn 6e3sneku

KomnnekcHun nipxin:
EdekTnBHa cuctema 6e3nekn NoBMHHA BKJIKOYATU SK TEXHIYHI, Tak i opraHizauiiHi 3axoaun.

PerynsipHmu MOHITOPMUHTr:
HeobxigHO NOCTINHO BiACTEXYBAaTW CTaH 6e3nekn cMcTemMn Ta BHOCUTU HEOOXiAHI 3MiHW.

HaByaHHA nepcoHany:
CniBpobiTHMKKN NOBUHHI By TK 03HaOMAeHi 3 NpaBuiamMmn b6e3nekn Ta po3yMiTH BaXKJIMBICTb iX
LOTPUMAHHS.

XopgHa cnctema 6e3nekn He € abCoNOTHO HeLOCTYMHOW. Baxxnneo NOCTINHO
BAOCKOHAJItOBATM 3aXUCT i 6yTI/I rotoBMMM 00 HOBUX 3arpos.

Axepena

e |/O Controller 2 | HW-group.com
e DAnapaTHe WNPPYBaAHHS
e 2 CucteMa KOHTPOJIO | yNpaBaiHHSA LOCTYMNOM
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