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OCHOBHI 3aXMCHI MeXaHi3Mu, LWo
peani3yloTbCA B paMKaxX Pi3HUX 3axonis i
3aco0iB 3axucrty

3axMCHi MexaHi3Mm - Le CyKyMnHiCTb 3aX0AiB, MeToiB i 3acobiB, cCNpsiMOBaHNX Ha 3abe3neyeHHs
6e3nekun iHhopMaLii Ta cucteM. BoHM BUKOPUCTOBYOTLCS A5 3anobiraHHA HeCaHKLiOHOBaHOMY
foctyny, mogmndikauii, 3HULEHHS abo PO3roNoLWeHHS KOHMIAEHUINHNX OaHNX.

Knacudikauis 3aXncHMX MexaHi3mis

3axMCHi MexXaHi3MN MOXXHa KJlacuikyBaTW 3a@ PiI3HUMU KpUTEPIAMK, ane HandacTiwe IX NoAiNAlTb Ha
Taki rpynu:

AnapartHi

AnapaTHe wndpyBaHHSA

CneuianbHi Mikpocxemu, Wo 3abe3neyvytoTh WKNGPYBaHHA AaHMX. Ond WndpyBaHHA aHUX HanbinbL
LUMPOKO 3aCTOCOBYIOTL TPY BUAW WIMGPATOPIB: anapaTHi, NporpaMHo-anapaTHi i nporpami. ix
OCHOBHa BiZIMiHHICTb NONSAra€ He TiNbKK B cNocobi peanizauii WNppyBaHHA Ta CTyNeHs HaLiIAHOCTI
3aXMCTY AaHWX, ane 1 LiHOL0, WO YacTo CTa€ AN KOPUCTYBAYiB BM3HAYaIbHUM DAaKTOPOM.
HanpelesLi npucTpoto WugpysaHHA — MporpamHi, NoTiM nayTb NporpaMHo-anapaTHi 3acobu i,
HapeLTi, HanQoPOXK4Yi — anapaTHi. He3Ba)kato4yn Ha Te, WO LiHa anapaTHUX WKWgPaTopiB iCTOTHO
BMLLA NPOrpaMHuX, PiaHNLUSA B LiiHI He NOPIBHAHHA i3 3HAYHUM MiABULLEHHSAM SKOCTI 3aXUCTy
iHpopMauii

Wiki I'nyxiscbkoro BIY - https://library.vpuhlukhiv.com.ua/



Last

update: subjects:basic:informatika:infsecurity:protection https://library.vpuhlukhiv.com.ua/subjects:basic:informatika:infsecurity:protection?rev=1733351689

05.12.2024
00:34
|_ _____ |
| |
| |
| | 1=
| Cepeep I
| 103.0.1 N .
| BipTyansHii iHTepdeiic tund \RAaNEHHN KNlEHT
192 .168.0.80 212.53.48.25 s
| | = 178.89.94.12
| | = = -
| | =
| etno Sl s PN
| Cepeep | Big.aaneHHA KAiEHT
| Cepeep MyBnima mepema (Internet) 158.34.182.77
| | Wudp-VPN
| |
| |
| ' F—
| Cepaep I
| 3auiuiena mepema I Bigganemuil knieHT
__ 19218800028 188.77.23.54

3axuLueHi NnOpPTHU BBeAeHHA-BUBEeAEeHHA

3axuuieHi NOpPTU BBeAEHHA-BUBEAEHHSA — Lie iHTepdencn KoMmn'toTepa Yu iHWOro NpucTpoto, AKi
3abe3neyyloTb Nepenady AaHUX MK anapaTHUM i MPOrpaMHUM 3abe3nevyeHHsAM i3 4OAAaTKOBMMM
3axonamu b6e3neku ons 3anobiraHHA HeCaHKLiOHOBaHOMY AOCTyny.

Mpuknap:

https://library.vpuhlukhiv.com.ua/ Printed on 25.06.2026 00:42



25.06.2026 00:42 3/5

OCHOBHI 3aXMCHi MexaHi3Mu, L0 peani3ylTbCs B paMKax pi3HNUX 3axoAiB i 3acobiB 3axmcTy

I/0 Controller 2

I/O Controller 2 - ue NpUCTPIN, AKNA BUKOHYE POJIb “MICTKY” MK NOC/iAOBHUMMN NOPTaMM
(RS-232/485) Ta mepexeto Ethernet. Ocb 0CHOBHI acnekTun noro BNANBY Ha be3neky:

* I3onauisa Mmepexi: MNpUCTpin CTBOPIOE NOrivyHY i3004Uit0 MiXX Mepexeto Ethernet Ta

NPUCTPOAMU, NiAKAYEHUMIN A0 NOCNILOBHMX NOPTIB.

* KoHTponb gocTyny: MoXXAMBICTb HaflaWTyBaHHA NpaB AOCTYNy A0 LUGPOBMX BXOAIB Ta
BUXOZIB A03BOJIAE OOMEXMUTU SOCTYN A0 KPUTUYHUX (PYHKLIA NnLle aBTOPU30BaHUM

KOPUCTYyBavaM.

 MNMpoTokonu 6e3nekum: MigTprmMka NpoToKoNiB, Takmx sk Modbus/TCP, siki MatoTb BOYAOBaHi
MeXaHi3Mu ayTeHTuiKaLil Ta aBTopm3aLii, OAATKOBO NiABULLYE piBEHb He3neku.

e BippaneHum MOHITOPUHI: MOXANBICTb BiAA4aIEHOr0 MOHITOPUHIY CTaHY NiAKIYEHNX
NPUCTPOIB L03BOJIAE CBOEYACHO BUABASATY Ta yCyBaTK NOTEHLUiNHI npobnemu, Lo MOXYTb

NPU3BECTUN A0 NopyLLeHH: be3neku.

e ®i3NYHUMN 3aXUCT: 3aJ1IEXXHO BiJ MOLeNi, MPUCTPIN MOXXe MaTu A0AATKOBI (Pi3NYHI 3aXMCHI
eNeMeHTH, TaKi K 3aMKu abo cneuianbHi po3'eMM, WO YCKNAAHIOOTb HECAHKLIIOHOBAHMWI

AoCTyn.
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®di3nyHi Oap'epm pocTyny Ao obnapgHaHHA
Mpuknap:

CucteMa KOHTpoIo i ynpaBniHHA goctynom (ckopoyeHo CKY [, abo CKLl) — ue komnnekc
TEeXHiYHMX Ta nporpaMHux 3acobis 6e3nekn, Wo 34iNCHIOE peryatoBaHHA BXO4Y / BUXO4Y Ta
nepeMilleHb NOAEN YN TPAHCNOPTHMX 06’EKTIB Ha TEPUTOPIAX, AKi 3HAaXOAATLCA Nif OXOPOHOLD, ANS
aAMIHICTPATMBHOINO MOHITOPUHIY Ta nonepea)eHb HECAHKLLIOHOBAHOMO NMPOHUKHEHHS.

i

MporpamHi

e Cuctemm po3nisHaBaHHSA KOPUCTYBaYiB (Maponi, BioMeTpryHi AaHi).
e CMCTEMM KOHTPOJIIO AOCTYnY.

e AHTMBIPYCW Ta aHTILLMIOHW.

e CnCTEMM BUABJSIEHHS BTOPrHEHb.

e 3acobu wundpyBaHHA OaHUX.

OpraHi3auinHi:

MoniTnka 6e3neku.

e PernameHTn JOCTyny A0 iHopMaLlil.
Mpouenypy pe3epBHOro KOMNitoBaHHS.
HaB4aHHS nepcoHany.

KombiHoBaHi:

e CyKyrMHICTb anapaTHUX, NPOrpamMmHUX Ta OpraHizauinHux 3axoais.

NMpuknaau 3aXMCHUX MeXaHi3MiB

e CTiHM 3 BOrHE3aXUCHUMW ABEpUMa AN1A 3aXUCTy CEPBEPHMX KiMHaT.
e CucTemMun BifeOCNOCTEPEXKEHHSA ANA KOHTPOIO (i3NYHOro AOCTYNY.
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e CknafiHa cucTteMa naponis Ans igeHTudgikawii KopucTysauis.

[lBohaKTOpHa ayTeHTUdikauis (Hanpuknag, naponb + Kog 3 SMS).

AHTUBIpPYCK 4119 3aXWCTY Bif WKiAAMBOIrO NPOrpamMHOro 3abesneyeHHs.

BpaHOMayepu 019 KOHTPOJIIO MepeXxeBoro Tpagiky.

e CuCTEMM BUABJSIEHHS BTOPrHEHb OJ19 MOHITOPMHIY MepeXi Ha npegMeT nigo3pinol akTUBHOCTI.
PerynsipHe OHOBJIEHHS MporpamMmHoro 3abesnevyeHHsa 0N YCyHEeHHS Bpa3nBOCTEN.

Baxxnmei acnekTun 6e3neku

KoMnnekcHuM nipxin,:
EdekTnBHa cuctema 6e3nekn NoBMHHA BKJIKOYATU SK TEXHIYHI, Tak i opraHizauiiHi 3axoaun.

PerynsipHmi MOHITOPUHT:
HeobxigHO NOCTINHO BiACTEXYBaTN CTaH 6e3nekn cMcTemMn Ta BHOCUTU HEOBXiAHI 3MiHW.

HaBuyaHHA nepcoHany:
CniBpobiTHMKKN NOBUHHI ByTK 03HaMOMAEHi 3 NpaBuiamMmn b6e3nekn Ta Po3yMiTH BaXKJIMBICTb iX
LOTPUMAHHS.

XopaHa cnctema 6e3nekn He € abCoNOTHO HeOOCTYMHOW. Baxxnneo NOCTINHO
BOOCKOHAItOBATW 3aXUCT i 6yTI/I rotoBMMM 00 HOBUX 3arpos.

Axepena

I/O Controller 2 | HW-group.com

D AnapaTHe WudpyBaHHS

@ CncTeMa KOHTPOJI | ynpaBaiHHA 4OCTYMNOM

o CucTema KpunTorpadivHoro 3axucTy iHdopmadii "LUndp-VPN" - 3AXUCT.IOEN
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