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be3neka iHpopMaLiNHUX TEXHOJIOrIN

IndpopmauinHa 6e3neka — Lie CTaH 3axuLeHoCTi cncteM 0bpobku i 36epiraHHa gaHuUX, Npy SKoMy
3abe3nevyeHo KOHGIAEHUINHICTb, AOCTYNHICTb i LiNiCHICTb iHOPMaLii, BAKOPUCTAHHSA N PO3BUTOK B
iHTepecax rpomMazsiH abo KOMMNIEKC 3axofiB, CNPAMOBaHMX Ha 3abe3neyYyeHHs 3axXuLLEeHOCTI
iHpopMauii ocobu, cycninbCcTBa i Aep>KaBn Bif HECAHKLiIOHOBAHOr0 AOCTYMNY, BUKOPUCTAHHS,
ONPWIIOAHEHHS, PYWHYBaHHSA, BHECEHHS 3MiH, 03HAMOMIEHHS, NEPEBIPKM 3aMNnNCy YM 3HULLEHHA (Y
LbOMY 3HAY€HHI YacTille BUKOPUCTOBYIOTb TEPMIH «3aXUCT iHhopMaLii»).

IncbopmMauisn - Le BinoOMOCTi Npo 06'ekTK, NpoLecy, aBuLLa, NOAII, AKi MalOTb 3HAYEHHSA Ons cyb'ekTa.

IndpopmauinHa cucTema - Lie CyKynHiCTb B3aEMOMOB'A3aHUX 3acobiB, MeToLiB i npouenyp, Wwo
3abe3neyytoTb aBTOMaTN30BaHE CTBOPEHHS, 06pobKy, 36epiraHHs, nepeaayy, BUKOPUCTAHHS

iHhopmaui.

IHhopMaUinHa 6e3neka Oep)KaBu XapaKTEPU3YETLCA CTYNEHEM 3aXMULLEHOCTI i, 0TXKe, CTINKICTIO
OCHOBHUX Chep XUTTERIAbHOCTI (EKOHOMIKMK, HayKKn, TexHocdepwn, chepun ynpasniHHS, BINCbKOBOI
crnpasw, CyCninbHOI CBIAOMOCTI i T.A4.) CTOCOBHO Hebe3neyHmx (gecTtabinizauinHnx, LeCTPYKTUBHUX,
cyrnepeyHux iHTepecam KpaiHu TOLLO), iHpopMaLinH1M BNAMBAM, MPUYOMY SK [0 BNPOBAaLKEHHSA, TaK
i 1O BUJTYHEHHS iH(opMaLlil.

MoHATTA iHpopMaLinHol 6e3nekn He 0OMeXyeTbCs Be3MeKo TeXHIYHMX IHPOPMALIMHUX CUCTEM YK
6e3neKkoto iHopMaLii y YNCeNbHOMY Y/ €IeKTPOHHOMY BUMS4I, @ CTOCYETLCA YCiX aCnNeKTiB 3aXUCTy
JaHUX Y1 iHhopMaLii He3anexHo Big opMu, y AKin BoHW nepebyBatoTb.

O6'eKTUBHO KaTeropisa «iHhopmaLinHa be3neka» BMHMKNA 3 N0ABOIO 3acobiB iHhopMaLinHNX
KOMYHiKaUui MiXK Nl0OAbMU, @ TaKOX 3 YCBIAOMAEHHAM IO ANHOK HAasABHOCTI Y Jitogen i IXHix
CNiBTOBAPUCTB iHTEPECIB, SKUM MoXe ByTn 3aBaaHO 36MTKY WAAXOM Aii Ha 3acobu iHhopMaLiNHMX
KOMYHiKaLi, HasiBHICTb | PO3BUTOK SIKUX 3abe3neyye i 3afaa€ iHPopMaLinHuiA 06MiH MiX BCiMa
efleMeHTaMn CoLiymy.

OCHOBHi NOHATTA be3neku iHpopMaLiMHUX TEXHOJOTIN

¢ HecaHKUiOHOBaHMKA BoOCTYyN - Lie Byab-4Ki fii, Wo npn3Benn 4o oTpUMaHHa iHopMauii
ocoboto, AKa He Ma€ Ha Le npa.a.

e BukopucTaHHs - Le 6yab-aki aii, Wo npu3Benn 40 BUKOPUCTaHHS iHpopmaLii ocoboto, ska He
Ma€ Ha ue npasa.

e Mopgudikauis - ue byab-sKi 4ii, Wo Npu3Benmn 40 3MiHM iHhopMaLlii 0cobolo, sika He MaE Ha ue
npasa.

e 3HMLLEHHS - Le byab-aKi aii, 1o npru3Benn 0o BTpaTh iHpopmauii ocoboto, gka He Ma€E Ha Le
npasa.

e BAoKyBaHHA - Le byab-aki 4ii, Wo Npn3Benn 40 TUMYaCoBOro NPUNMHEHHA AOCTYNY A0
iHopMauii ocoboto, sKa Ma€ Ha Le npaBo.

e KonitoBaHHA - Le Oyab-5Ki Ail, Wo Npu3Benun 40 CTBOPEHHS Konii iHopMaLii ocoboto, sika He
Ma€ Ha ue npasa.

e MowupeHHs - Le 6yab-AKi A4ii, Wo npussenn Ao nepepadi iHhopMauii 0cobi, sika He Ma€ Ha ue
npasa.

Wiki I'nyxiscbkoro BIY - https://library.vpuhlukhiv.com.ua/



Last
update:
29.10.2023
23:51

subjects:basic:informatika:infsecurity:security_information_technologies https://library.vpuhlukhiv.com.ua/subjects:basic:informatika:infsecurity:security_information_technologies

BnactuBocTi iHpopmauii

1. KoHigeHUinHICTb: 3axXnCT iHgopMaLlii Bi HeCaHKLLIIOHOBAHOr0 4oCTyny. Lle o3Hayvae, Wwo nuwe
aBTOpPM30BaHi 0coby MaTb JOCTYN A0 KOH(IAEHLINHOI iHpopMaLlil.

2. UinicHicTb: 3abe3neyeHHs HefoMNyLEeHHA HeCaHKLIOHOBAHOI 3MiHWM abo pynHYyBaHHA
iHpopMauii. IHhopmaLis NOBMHHA 3aNULWATUCA HEAOTOPKAHO i HE3MIHHOLO.

3. JocTynHicTb: 3abe3nevyeHHs AOCTYNHOCTI iHpopMaLii 4Ns aBTOPM30BaHMX KOPUCTYBaYiB.
IHhopMaLis NnoBUHHa ByTy AOCTYNHOW To4i, KOAK ii NOTPiIBHO BUKOPMCTOBYBATMW.

4. AyTeHTudikauis: Mepesipka iAEHTUYHOCTI KOPUCTYBaYiB i cMCTEM Ans 3abe3neyeHHs, Wwo
[OCTYN HaJa€ETbCA TiJIbKM aBTOPU30BaHUM 0cobam.

5. ABTopu3auis: HagaHHA npaB Ha 4OCTYN A0 NeBHOI iHpopMaLil abo pecypCiB KOHKPETHUM
KOPUCTyBa4YaM Ha MiacTaBi iXHiX ponen Ta 060B'A3KIB.

6. AyanT: 3anncC Ta MOHITOPUHT Ail KOPUCTYBaYiB Ta CUCTEM ANA BUABNEHHS HE3BUYaNHUX abo
NiZO3PINNX aKTUBHOCTEN.

7. ®isnyHa be3neka: 3axoamn ANS 3aXMUCTY Qi3MYHOro AoCTyny A0 iHGopMauii, Taki SK 0bMe)KeHHS
LOCTYyNy [0 NpUMilleHb Ta obnafHaHHS.

8. KpunTorpagis: BUKOpUCTaHHA WNdpPYBaHHA AN 3aXUCTY iH(opMaLii Big HECAaHKLIiOHOBAHOIO
JOCTyny nig 4Yac nepenadi 4m 3bepiraHHs.

9. 3axucT Bif 3arpo3: BuasneHHs, aHani3 i 3anobiraHHa 3arpo3am Ans iHpopMauinHoi 6e3snekwy,
TaKUM 5K BipyCK, XakepCbKi aTakm, MINHE Ta iHLUI.

Kputepii

KpuTepii ouiHkK iHpopMaLinHoi 6e3nekn (aHrn. Common Criteria) € MeTononorivyHoto 6asoto ans
BM3HAYeHHS BMMOT 3aXUCTY KOMM'IOTEPHMX CUCTEM Bifl HECAHKLIIOHOBAHOI0 AOCTYNY, CTBOPEHHS
3aXUCHUX CUCTEM Ta OLHKW CTYMEHIB 3aXULLEeHOCTI.

3 A0MNOMOroK KpUTEPIIB MOXJIMBO NMOPIBHATW Pi3HI MEXaHI3MM 3aXUCTY iHOpMaLil Ta BU3HAYUTH
HeobXiAHY PYHKLIOHANbHICTb TaKUX MexaHi3MiB y po3pobui 3aXuLLeHNX KOMMN'IOTEPHUX CUCTEM.

INa XapaKTePUCTUKN OCHOBHUX KPUTEpIiB iIHDopMaLinHoi 6e3nekn 3aCTOCOBYOTb MOAEb Tpiaan
CIA:

1. KoHigeHuinHicTb (aHrn. Confidentiality) — BnacTuBicTb iH(opMaLii, iKa nonsrae B ToMy, L0
iHpopMaLis He MoXXe ByTy OTpMMaHa HeaBTOPM30BAHUM KOPUCTYBaYeM

2. UinicHicTb (aHrn. Integrity) — o3Ha4Yya€ HEMOXXMBICTb MogUiKaLil HeaBTOPU30BAHUM
KOPUCTyBa4YeM

3. DocTynHicTb (aHrn. Availability) — BnacTuBicTb iHthopmaLii 6yTv oTprMaHO aBTOPN30BaAHNM
KOPUCTYBa4eM, 3@ HasiBHOCTI Y HbOr0O BiAMNOBiAHNX MOBHOBAXXEHb, B HEOOXiAHWNA A8 HBOrO Yac

[HpOpMaLLiINHI CMCTEMM aHani3yloTbCA B TPbOX FO/IOBHUX CEKTOPaX: TEXHiIYHUX 3acobax,
nporpaMmHoMy 3abe3nevyeHHi i KOMyHiKaLifAX, 3 METO iAEHTU(IKYBaHHS | 3aCTOCYBaHHSA
NPOMUCIOBUX CTaHAAPTIB iHpopMaLinHOI Be3nekn, K MexaHi3Mmn 3axmCTy i 3anobiraHHS, Ha TPbOX
piBHAX abo Wwapax: piznyHKMin, ocobucTmm i opraHisauinHumi. Mo cyTi, npouenypn abo npasuna
3anpoBafXXylTbCa ANs iIHHOPMYBaHHA aAMiHICTPaTOPIB, KOPUCTYBaAYiB Ta onepaTopis LWo40
BUKOPUCTaHHA 3aXMCHOI NpoAyKLUii ANna rapaHTyBaHHA iHpopMaLinHoi 6e3nekn B Mexax opraHisauin.
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JenapTaMeHT cneuiasbHUX TENEKOMYHiKaLiMHUX CUCTEM Ta 3axucTy iHdopmauii
Cnyx6u 6e3neku YKpaiHu npuiiHaB HOPMaTUBHUIA AOKYMEHT TEXHIYHOIO 3aXUCTYy
iHhopmauii 2.5-004-99 «KpunTepii OLiHKM 3aXULWeHOoCTi iHhopMaLii B KOMMO'IOTEPHUX
cMcTeMax Bif HecaHkuioHoBaHoro goctyny». HO, T3l 2.5-004 6yno po3po61eHo Ha OCHOBI
Canadian Trusted Computer Product Evaluation Criteria (CTCPEC) (T. 38. KaHaACbKuUx
KpuTepiiB), Sknin Takox Byno BukopuctaHo npu po3pobui Common Criteria.

MpuHuunu 3abe3nevyeHHs iHdopMauUinHOI be3neku

MpuHUMnn 3abe3neyeHHs iHpopMaLinHOI 6e3nekn MiCTATb:

3aKOHHICTb, 6anaHc iHTepecis ocobu, CycninbCTBa | Aep>KaBu;
KOMMNEKCHICTb;

® CUCTEMHICTb;

iHTerpauisa 3 MXHapoLHMMMK cucTeMamu besneku;
€KOHOMiYHa e(heKTUBHICTb.

HeMoXXN1MBO CTBOPUTM CUCTEMY, 3aXUCT AKOI HE MOXHa bye 3namMaTu, OCHOBHUM MPUHLIUMOM MOXe
OyTn CTBOPEHHS TaKOro MexaHi3My 3axXuUCTy, BapTiCTb 3/10My AKOro byae fopoXX4yok 3a iHopMalito,
SKY MOXHa O0TpuMaTK. ToMy HeobXxiZAHMM € BNPOBaLXeHHA NporpaMHmx 3acobiB besneku, aki
BMOHTOBaHi 40 CKJlagy NporpaMHoro 3abesneyeHHs CUCTEMN i € NOTPIOHUMN AN BUKOHAHHSA
(PyHKUIN 3aXnCTy. B cy4aCHUX yMOBaXx, He rapaHTY4M HaJIeXXHWUI 3aXUCT iHhopMaLil, He MOXJINBO
3abe3ne4ynTun cTabinbHMN EKOHOMIYHMI PO3BUTOK SK OKPEMOro MiANPMEMCTBA, TakK i LepXaBsu.

3akoHonaB4i BUMOrM i perynioBaHHA iHpopMmauinHoi Oesneku

InpopmauinHa Oe3neka € BaXKJIMBOIO CKJIaA0BOIO HallioOHaNbHOI Oe3neku YKpaiHu. Ona
3abe3nevyeHHs iHopMmaLinHoi Oe3nekn B YKpaiHi Ai€e 3aKOHOAABCTBO, ike BKJIIOYA€E B cebe:

KoHCTUTyUit0 YKpaiHuW, fKa B CTaTTi 32 rapaHTye NpaBo rpoMajsiH Ha iHopMaLito.

3akoH YkpaiHu “lMpo oCcHOBHI 3acanun 3abe3nevyeHHs Kibepbesnekn YkpaiHn”, aKuii BU3HaAYaE
NpaBoOBi Ta opraHi3auinHi 3acagmn 3abe3neyeHHs Kibepbesnekun YkpaiHu.

3aKoH YKpaiHu “Mpo 3aXUCT NepCcoHaNbHUX AaHMX", AKUA BU3HAYaE NpaBoBi Ta opraHi3auinHi
3aCafyn 3aXMCTy NepCoHasIbHUX AAaHUX.

3aKoH YkpaiHu “Tpo iHhopMaLil”, SK1ii BUSHaYa€ NPaBoBi Ta opraHi3alinHi 3acagu
3abe3neyeHHs NpaBa rpoMajsH Ha iHpopMaLito.

[HWi HOPMaTMBHO-NPaBOBI aKTW, AKi PErynoTb NUTaHHA iHpopMaLinHoi be3nekn.

3aKOHOLaBCTBO YKpaiHW B rasysi iHhopmaLinHoi besnekn cnpsamMoBaHe Ha:

e 3axWCT iH(opMaLii Big HECAHKLiOHOBAHOIro AOCTYNY, BUKOPUCTAHHSA, MOAUGIKaLi, 3HULWEHHS,
6710KyBaHHA, KOMilOBaHHS, NOLIMPEHHSA Ta iHWNX HENPaBOMIPHUX Lil.

e 3abe3neyeHHs KOHMIAEHLINHOCTI, LiNiCHOCTI Ta AOCTYNHOCTI iHhopMmaUii.

e 3aXUCT NepCoHaNbHUX AaHWX Bif HEMPABOMIPHOIO BUKOPUCTaHHA Ta MNOLUMPEHHS.

e 3abe3neyeHHs iHhopmaLinHOT 6e3nekn B IHTEpHETI.
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3akoH YKpaiHu "Mpo 0CHOBHI 3acaaun 3abe3neyeHHs Kibepbesnekn YKpaiHN" BU3HAYa€ HACTYMNHi
OCHOBHI NpuHUMNK 3abe3nevyeHHn Kibepbesneku:

e CtabinbHicTb - 3a6e3neyeHHs CTanoro MyHKLioOHYBaHHSA iHOPMALINHUX CUCTEM | MepeX, a
TaKOXX 3aXUCTY iHbopMaLil Bif, HECAHKLIOHOBAHOIro AOCTYNY, BUKOPUCTAHHA, MOAUMIKaLT,
3HULLEHHS, 6N0KYBaHHA, KOMiOBaHHS, MOLWMPEHHS Ta iHWNX HENPaBOMIPHUX Aii.

e KoHdipeHUinHICTb - 3abe3ne4yeHHs 3aXUCTy KOHDIAEHUINHOCTI iH(hopMaUii, iKa € BNaCHICTIO
aepxasu abo opnanyHoi ocobu, abo € ocobncToto iHpopmaLieto Gizn4Hoi ocobu.

e LlinicHicTb - 3abe3ne4yeHHs 3axXnCTy iHopMaLlii Big HECAHKLIIOHOBAHMX 3MiH.

e [lOoCTYNHICTb - 3abe3ne4yeHHs MOXANBOCTI AOCTYNY A0 iHhopMaLii ymoBHOBa)keHMMMN ocobamum.

Peanizauia 3aKoHOOaBYMX BUMOT i peryntoBaHHA iHhopMaLinHoi 6e3nekn 30iNCHIOETLCS OpraHamMm
Aep>XaBHOI BJlaau, opraHaMM MicL,eBOro CaMoBpsAAYyBaHHA, NiANPUEMCTBaAMM, YCTaHOBaMM,
opraHisauisMu Ta rpoMmaasHamu.

OpraHisauis 3abe3ne4yeHHs iHpopMauinHoi 6e3nekun B YKpaiHi nepenbayae:

e Po3pobKy i BNpOBaZA)XXEHHS HOPMATMBHO-MPABOBUX aKTiB Y cdepi iHhopMaLinHoi 6e3nekun.
e CTBOpPEHHA Ta PO3BUTOK CUCTEMU 3aXMCTY iHGopmMauil.
e [lpoBefeHHS 3aXO0AiB 3 NiABMLLEHHS PiBHSA 00i3HAaHOCTI HaceneHHs Npo iHGopMaLUinHy be3neky.

3axoam 3axucTty iHpopmadil

Ana 3axXMCTy iHbopMaLil Bif, HECaHKLIOHOBAHOro AOCTYMNY, BUKOPUCTAHHA, MOAUMIKaLl, 3HULWLEHHS,
610KyBaHHS, KOMNitOBaHHS, NOLWNPEHHS Ta iHWNX HEMPABOMIPHUX Aill 3aCTOCOBYOTLCA TaKi 3aX04u:

e TexHiyHi 3ax04u - Ue 3axoau, Wo 3abe3neyvyoTb 3aXUCT iHpopMaLii 3@ JONOMOro TEXHIYHNX
3acobiB, TaknX SK aHTUBIPYCHI NpOrpammn, CUCTEMU 3aXUCTY Bif HECAHKLiIOHOBAHOro AOCTYnMy,
CMCTEMU pe3epBHOro KOMitoBaHHSA TOLLO.

e OpraHi3auinHi 3axoaun - ue 3axoau, wo 3abesneyyoTb 3aXUCT iHopMaLii 3a 4ONOMOr o0
OpraHisauinHnx MeTofiB, TakKUX K HaBYaHHA NepcoHasly 0CHOBaM iHopMaLinHoi be3neku,
po3pobka Ta BNpoBagXeHHS MONITUKKN iH(hopMaLinHOi Be3nekun ToLo.

¢ [paBoBi 3ax04u - Le 3ax04u, Wwo 3abe3neyyoTb 3aXUCT iHpopMaLlii 3a JONOMOrow NPaBoBMX
HOPM, TaKMX ik KpUMiHaNbHE Ta LMBiNIbHE 3aKOHOA4ABCTBO, 3aKOHOA4ABCTBO NP0 3aXUCT
NnepCcoHaNbHNX AaHUX TOLO.

Axepena

@ IHdopMauinHa be3neka

% Common Criteria

3aKoH YKpaiHu "Mpo 0CHOBHI 3acaaun 3abe3neyeHHs Kibepbesnekn YkpaiHn"

3aKoH YkpaiHu "lMpo OCHOBHI 3acagu po3BUTKY iHpopMaLinHOro CycnifibCTea B YKpaiHi Ha
2007-2015 pokn"
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